Installation & Troubleshooting Document
(Compiled by: Nayyer Raza)

M4370 Hardware Installation:

Connect the following Hardware:

1- Fiber optic cable from the Firewall switch to OP3 of DU (BBU)
2- Fiber optic cable from OP2 of BBU to RU

3- GPS Antenna cable to connect to the GPS port on BBU

4- Power Cable from BBU to power outlet

5- Power Cable from the RU to power outlet

6- 4 Antennas from the Duplex RF Ports 1, 2, 3, 4 respectively.

MA4370 Software & Configurations:

Perform the following steps:

Step 1:

Access the LMT using the IP Address: 192.168.5.216
Username: admin

Password: admin

Step 2:

Specify G-Node B name:

Example: SW-Dallas-Lab-GNB

< O A Notsecure | 192.168.5.216

Search ¥) 44 Home General Parameters
ﬂ' H » General Parameters / gNodeB Identification / List gNodeB Identification(LST GNBConfig)
ome
LST GNBConfig:;
* General Parameters +++ BBU 2024-03-02 07:31:14
O&M #1
+ AMF %%LST GNBConfig:;%%
RETCODE =0 The command was executed successfully.
= gNodeB Identification List gNodeB Identification

Modify gNodeB Identification
gNBName = New-SW-DallasLab

> List gNodeB Identification gNBId = 252

gNBIdLength = 22

+ Network

(Number of results = 1)
+ Cell Management
+ Cell TAC

- END

4+ Cell PLMN
+ Cell SLICE LST GNBConfig:;
+

Cell QOS [)_ Execute] l & Help l [ €& Copy Message l [! Clear Output




Step 3:

Assign Integrated G-Node B IP Address:

= & A Notsecure | 1921685216 PA
BT I WIRELESS
Search *) 44 Home General Parameters
ﬂ H ¥ General Parameters / Network / Integrated gNodeB IP / List Integrated gNodeB Servii
ome T™TT bbU LULS4TUD UL U/.DL.10
O&M  #2
* General Parameters %%LST N3IP:;%%
RETCODE =0 The command was executed successfully.
+ AMF List Integrated gNodeB Service IP

+ gNodeB Identification AddressingType = Static

[PAddress = 10.170.38.252

= et SubnetMask = 255.255.255.0
+ Distributed gNodeB IP Gateway = 10.170.38.1
DNS =8.8.8.8
= Integrated gNodeB IP
Modify Integrated gNodeB Service IP (Number of results = 1)
P List Integrated gNodeB Service IP
Modify Integrated gNodeB Maintenance IP == END
List Integrated gNodeB Maintenance IP
LSTN3IP;
+ Route Policy l>_ Execute] [ & Help ] [Eﬂ Copy Message ‘ IJ Clear Output

Step 4:

Verify LMT (Maintenance IP Address for the M4370):

&< O A Notsecure | 1921685216 LA
( B TI WIRELESS
Search ) | 44 Home General Parameters
‘ﬂ' H ¥ General Parameters / Network / Integrated gNodeB IP / List Integrated gNodeB Maintenance
ome
--- END
* General Parameters
LST MTNIP:;
+ AME +++ BBU 2024-03-02 07:35:36
O&M #4
gNodeB Identification %%LST MTNIP:;%%
RETCODE =0 The command was executed successfully.
= Network

List Integrated gNodeB Maintenance IP
+ Distributed gNodeB IP

IPAddress = 192.168.5.216
= |ntegrated gNodeB IP

Madify Integrated gNodeB Sarvice IP (Number of results = 1)

List Integrated gNodeB Service IP

Modify Integrated gNodeB Maintenance IP = [END

r List Integrated gNodeB Maintenance IP

+ Route Policy

LST MTNIP;;

|>_ Execute] l & Help l [Cﬂ Copy Message ‘ [I Clear Output




Step 5:

Add/Modify Cell Config Parameters (as per the client requirements):

< O A Notsecure | 1921685.216 L e A %
( BTI WIRELESS

Search ) 44 Home | General Parameters
+ gNodeB Identification » General Parameters / Cell Management / Add CellConfig(ADD CellConfig)

CellldWithinGnb = 1
PhyCelllD = 31
> Add CellConfig NRARFCNUL = 638000
. NRARFCNDL = 638000
Modify GaliCamng FregBandindicator = n48:636667-646666

= Cell Management

List CellConfig UlLayers = 0
UlAntennas = 4

Modify ActiveCellNumber DlLayers = 0

List ActiveCellNumber DlAntennas = 4

PdschMcsTable = gam64
PuschMcsTable = qam64
List Cell SubframeAssignment ULBandwidth(M) = 40M
DLBandwidth(M) = 40M
AbsoluteFrequencySSB = 637344
List MaxTxPower SSBPower = 6
PSCHPowerOffset = db0

Modify Cell SubframeAssignment

Modify MaxTxPower

+ Cell TAC

(Number of results = 1)

Step 6:
Add/Modify Cell Sub-Frame Assignments (as per the client requirements):

< O A Notsecure | 1921685216

(BT

Search ) 44 Home General Parameters
4+ gNodeB Identification » General Parameters / Cell Management / Modify Cell SubframeAssignment(MOD PHYTddULDL)

+ Network Celllndex = 1
S | mm— ReferenceSl_lbc_arner_Spa_CI_ng = kHz30
DIULTransmissionPeriodicityl = ms5
Add CellConfig NrofDownlinkSlotsl = 7
Modify CellConfig NrofDownlrinkSymbolsl =6
NrofUplinkSlots1 = 2
List CellConfig NrofUplinkSymbols1 = 4
Modify ActiveCellNumber IsFatternchresent = off
DIULTransmissionPeriodicity2 = ms2p5
List ActiveCellNumber NrofDownlinkSlots2 = 2
’? Modify Cell SubframeAssignment NrofDownl_inkSymbolsz 50
NrofUplinkSlots2 = 2
List Cell SubframeAssignment NrofUplinkSymbols2 = 2
Modify MaxTxPower
(Number of results = 1)
List MaxTxPower
+ Cell TAC ---  END




Step 7:

Adjust the Transmit Power Levels based on the requirements (between 24 dBm to 37 dBm):

<~ O A Notsecure | 192.168.5.216 £
BT' WIRELESS
Search “) 44 Home General Parameters
+ gNodeB Identification » General Parameters / Cell Management / Modify MaxTxPower(MOD MaxTxPower)
+ Network
= Cell Management - END
fod Lellbonng LST MaxTxPower:;
Medify CellConfig +++ BBU 2024-03-02 07:44:11
List CellConfig O&M  #7

%%LST MaxTxPower:;%%

Madify ActiveCellNumber RETCODE=0 The command was executed successfully.

List ActiveCellNumber Li5t Max] xrower
Modify Cell SubframeAssignment Cellindex =1
List Cell SubframeAssignment MaxTxPower(dBm) = 37

(> Modify MaxTxPower (Number of results = 1)

List MaxTxPower

+ Cell TAC -~ END

Step 8:

Modify & Verify Cell TAC ID, and CID:

&« O A Notsecure | 1921685216

(BTl

Search ) | 44 Home General Parameters

+ Cell Management » General Parameters / Cell TAC / Add Cell TAC(ADD CNTA)

= (Cell TAC O&M #8
%> Add Cell TAC BLST CNTA-36%
RETCODE=0 The command was executed successfully.
Modify Cell TAC List Cell TAC
List Cell TAC
Celllndex =1
Delete Cell TAC TACIndex = 1
TAC=1
+ Cell PLMN Gnbld = NULL
+ Cell SLICE GnblIdLength = NULL
Ranac=1
+ Cell QOS Nrcellldentity = 4128769

CellReservedForOperatorUse = off
4+ RRU PTP Synchronization

(Number of results = 1)
D Device

‘ Alarm TP



Step 9:

Add/Modify Cell PLMN ID as per the Client’s Network needs after verifying MCC and MNC:

< O A Notsecure | 1921685216

(BTl..c...

Search ) 4 Home | General Parameters

¥ General Parameters / Cell PLMN / Modify Cell PLMN(MOD CNTAPLMN)
+ gNodeB Identification

+ Network
--- END
+ Cell Management

LST CNTAPLMN:;

+++ BBU 2024-03-02 07:48:54
= Cell PLMN O&M #9

%2%LST CNTAPLMN: ;%%

+ Cell TAC

Add Cell PLMN
RETCODE =0 The command was executed successfully.
’» Modify Cell PLMN List Cell PLMN
CESEREE Cellindex TACIndex PLMNIndex PLMNID
Delete Cell PLMN 1 1 1 00101f
1 1 2 466921
#+ Cell SLICE (Number of results = 2)
+ Cell QOS
+ RRU PTP Synchronization == END
Step 10:

Add/Modify the Default 5Ql Values:

&~ G A Notsecure | 1921685216

(BTl

Search “) 44 Home General Parameters
A Home » General Parameters / Cell QOS / Modify Default5QI(MOD QoSPLMN)
--- END
* General Parameters
LST QoSPLMN:;
+ AMF +++ BBU 2024-03-02 07:51:10
I O&M  #10
+ gNodeB Identification 95%LST QOSPLMN: %%
+ Network RETCODE=0 The command was executed successfully.
List Default5QI
+ Cell Management = f  ceeceeeceeeeee
Celllndex =1
+ Cell TAC PLMNIndex = 1
4+ Cell PLMN PLMNID = 00101f
Default5QI =9
+ Cell SLICE
(Number of results = 1)
= Cell QOS
Add DefaultbQl
-- END
’? Modify Default5Ql




Step 11:
Modify the QOS Parameters for Cell Index 1:

< O A Notsecure | 1921685216 Loa A = %

IWWELESS
Search *D | ¢4 Home | General Parameters

TR T em——

» General Parameters / Cell QOS / Modify QOS Parameters(MOD QoSindex)

+ oo Cellindex QOSIndex FiveQl SNSSAI PLMNID Frequency SsbSubSpacing ResourceType PREConfig Priority PacketDelayBudget PERScalar PERExponent AveragingWindow Max:
+ Cell Management i 1 1 NULL 00101f NULL  NULL GBR 20 NULL NULL  NULL NULL NULL 2000000000 2000000C
1 2 2 NULL 46692f NULL  NULL GBR 40 NULL NULL  NULL NULL NULL 2000000000 2000000C

+ CellTAC 1 3 3 NULL 46692f NULL  NULL GBR 30 NULL NULL  NULL NULL NULL 2000000000 2000000C
T 1 4 4  NULL 46692f NULL ~ NULL GBR 50 NULL NULL  NULL NULL NULL 2000000000 2000000C
1 H 5  NULL 00101f NULL  NULL NonGBR 10 NULL NULL  NULL NULL NULL 2000000000 200000

+ Cell SLICE 1 6 6  NULL 46692f NULL  NULL NonGBR 60 NULL NULL  NULL NULL NULL 2000000000 200000
1 7 7  NULL 46692f NULL  NULL NonGBR 70 NULL NULL  NULL NULL NULL 2000000000 200000

= CellQOS 1 8 8  NULL 46692f NULL  NULL NonGBR 80 NULL NULL  NULL NULL NULL 2000000000 200000
Add DefaultsQl 1 9 9  NULL 00101f NULL  NULL NonGBR 90 NULL NULL  NULL NULL NULL 2000000000 200000

1 10 60 NULL 46692f NULL  NULL NonGBR 60 100 1 6 NULL NULL 2000000000 200000000

Modify Default5Ql 1 11 100 NULL 46692f NULL  NULL GBR 60 100 1 6 2000 NULL 2000000000 2000000000

T — 1 12 65 NULL 46692f NULL ~ NULL GBR 7 NULL NULL  NULL NULL NULL 2000000000 20000001

1 13 66 NULL 46692f NULL  NULL GBR 20 NULL NULL  NULL NULL NULL 2000000000 200000C

Delete Default5Ql 1 14 67 NULL 46692f NULL  NULL GBR 15 NULL NULL  NULL NULL NULL 2000000000 200000C

1 15 75 NULL 46692f NULL  NULL GBR 15 NULL NULL  NULL NULL NULL 2000000000 200000C

1 16 69 NULL 46692f NULL  NULL NonGBR 5 NULL NULL  NULL NULL NULL 2000000000 20000(

List QOS Parameters 1 17 70 NULL 46692f NULL  NULL NonGBR 55 NULL NULL  NULL NULL NULL 2000000000 20000

1 18 79 NULL 46692f NULL  NULL NonGBR 65 NULL NULL  NULL NULL NULL 2000000000 20000

+ RRU PTP Synchronization i 19 80 NULL 46692f NULL  NULL NonGBR 68 NULL NULL  NULL NULL NULL 2000000000 20000
1 20 82 NULL 46692f NULL  NULL NonGBR 19 NULL NULL  NULL NULL NULL 2000000000 20000

Step 12:

Add/Modify 5GC Configurations (AMF IP) while making sure the GNB IP and PLMN ID are also
corresponding to the respective values:

&« O A Notsecure | 192.168.5.216

(BTl......

Search ¥) 44 Home | General Parameters = Alarm
» General Parameters / AMF / Modify AMF(MOD AMF)
A Home 0
AMFIndex =1
Wy General Parameters AmfIP1 = 10.170.120.131
LocalUpIPAddress = 10.170.38.252
- AMF LocalUpIPV6Address = NULL
LocalPort = 60110
Ad AMP AmfPort = 38412
7 Modify AMF PLMNID = 00101f
g AmfName = AMF
List AMF Gnbld = NULL
Delete AMF GnbldLength = NULL

AdminState = on
State = normal
List PLMN SCTPInstld =1
Default = on
AmfIP2 = NULL
RelativeAMFCapacity = 255

List GUAMI

List Slice

+ gNodeB Identification
N (Number of results = 1)

+ Cell Management
--- END

+ Cell TAC




Connectivity:

Stepl:

Verify Connectivity from the GNB to the AMF using MobaXTerm & SSh Tools:

lerminal - >essions  View X server 10015 Lames >etngs viacros Heip
= P L 8 % = A 4 = % & (7]
Session Servers  Tools ~ Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help
Quick connect... K3 10.170.38253
* T O x A . .
pkill -9 bs_bbu_main &>
‘/"’0‘/ ~| bash /opt/bbu/oam/cm/phyStart.sh
* Name echo "pts/" cat bbu/oa tty.re ] ep v | awk :
e who am 1 |awk '{print $2}' | awk -F '/' ‘{print $2}' xargs -1 sed -1
-cachs . /opt/bbu/oam/cm/protStackCfg.sh
-gnupg bash /opt/bbu/bts/scripts/sp.sh -startoam
.ssh echo "pts/" cat /opt/bbu/oam/log ecord ep phytty | awk =
vim who am 1 |awk '{print $2}' | awk -F '/' '{print $2}' xargs -1 sed -1
.bash_history . )
bashrc pkill -9 bs_bbu_main &>
i il bash /opt/bbu/oam/cm/phyStart.sh
.plrclle nohup sp.sh -oam > /opt/bbu/oam/log/restart.log &
viminfo history
Xauthority isplay-ue-info
021dr.bit.gz opt/bbu/oam/log/* /opt/bbu/oam/log

[15GNR_VPP_aa.tdd.fr1.2.2.3.4
[15GNR_VPP_aa.tdd.fr1.2.2.3...
= iptables-yitishi.sh

[ ptp4l-master.cfg

= Remote monitoring

) 56(84) bytes of data.
icmp_seq=1 tt1=61 ti .85 ms
icmp_seq=2 .10 ms
icmp_seq=3 .743 ms
icmp_seq=4
icmp_seg=5
icmp_seq=6
icmp_seq=7
icmp_seq=8
icmp_seq=9 1
icmp_segq=10 time=1.61 ms

: icmp_seq=11 tt1=61 time=1.68 ms
icmp_seg=12 ttl=61 time=0.922 ms
icmp_seg=13 tt1=61 time=1.61 ms
icmp_seg=14 tt1=61 time=0.953 ms
icmp_seq=15 tt1=61 time=1.57 ms
icmp_seq=16 tt1=61 time=1.39 ms

Also, verify AMF Connectivity through the Web GUI of GNodeB:

[&2) A Not secure

‘ Alarm

0 Performance

ﬂ- Config

L nehiin

Step 2:

Verify if the CPE is connected with the G-Nodeb using the MobaXterm prompt of GNB:

192.1685.216

Alarm  General Parameters

¥ Home / Home Information

"s/bbutty=

| xargs pkill -kill -t
*/bbutty={}/g" /opt/bbu/oam/log

| xargs pkill -kill -t

*/phytty={}/g" /opt/bbu/oam/log

Runinfo
AmfRunStatus CurrentClockSynMode ClockSyncStatus ProcessStatus currentAlarm
N/A unlock normal 0
CellStatus
Cellindex RunStatus SubStatus
1 { normal J
OPTStatus
RRUDeviceNumber BBU OPId Cellindex Master Optical Module
1 1 1 not in position
RFSwitch
RRUDeviceNumber Channel 1 Channel 2 Channel 3
1 on on on

FUBacaRanADawar

RunTime
0:0:20:58

Online UE
0

Slave Optical Module
in position

Channel 4
on




Terminal Sessions View Xserver Tools Games Settings Macros Help

& x 8 % 2 Lol =] i — * & 2]

Session  Servers Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings Help
Qu\‘ck connect... 4 B2.192168.5216 [8]3.10.170.38.253
€ T OoR A
[ | + MobaXterm Personal Edition v23.6 »
!_/V'OOU il (SSH client, X server and network tools)
- Name .
e » SSH session to r
N h « Direct SSH v
cacne * SSH compression : v
.gnupg * SSH-browser N
.ssh * X11-forwarding v (remote display is forwarded through SSH)
vim
.bash_history » For more info, ctrl+click on help or visit our website.
.bashrc
-F’_"’ﬁ“: Welcome to NXP LSDK 2004 main (GNU/Linux 4.19.90-rt35-svn6860 aarch64)
.viminfo
Xauthority * Support: https://www.nxp.com/1sdk
121dr.bit.gz * Documentation: https://1sdk.github.io/document
Y5GNR VPP aa.tdd.fr1.2.2.3.4 BEERLIERGTH https://1sdk.github. io/eul

15GNR_VPP_aa.tdd.fr1.2.2.3... Last login: Tue Feb 6 14:14:46 2024 from 1
M ptables-yitishi.sh
“mycap.pcap odi: tx 31 bytes to port 48168 on 1
 ptp4l-master.cfg
Cwget-log UE Crnti: 1789 Profile State: Supervised

i: rx 56 bytes (1 msgs) from port 48168 on
command time measured: 0.000513840 sec
i: ok ( odi -n duapp® display-ue-info )
root@localdomain:~# odi -n duapp® display-ue-i
dest processor is: 192 8.4.1
1: tx 31 bytes to port 48168 on

UE Crnti: 1789 Profile State: Supervised
—
i: rx 56 bytes (1 msgs) from port 48168 on 1
: command time measured: 0.000567720 sec
- odi: ok ( odi -n duapp@ display-ue-info )
[J Follow terminal fol FRESTGEIEI N ERU LTS |

& Remote monitoring

Step 3:
Verify if CPE is connected through Web Portal:



4R Home & Statistics 1" Upgrade {0} Advanced Settings

. } Settings
Device Information

Network Status Connected

WAN Settings Connect Method Auto

DNS Settings

APN Management

Radio Settings 5G Status
Scan Mode

GSCN ARFCN 637344

PIN M; t
anagemen DL Frequency 3560.155MHz

SIM Lock
UL Frequency 3560.155MHz

LAN Settings Band 48

Static Route X
Bandwidth

Radio On/Off RSRP

Ethernet
RSRQ
Wi-Fi SINR

Step 4
Verify VPN Access in order to Access the Network without LMT.

Troubleshooting & Debugging:

Issue # 1:
Go through the history of Alarms & Verify Active Alarms:

« C A Notsecure | 192.1685.216 2 aQa A w m =

GrTl.....
Search ) | 44 Home General Parameters ~Alarm » ExX=
¥ Alam/ History Alarm
A Home
Aamseveriy{Al v | MarmRaised Start T - - : B enatm - - ]
Hr General Parameters SN AlarmGID AlarmName AlarmSeverity AlarmDesc AlarmiD ssedTi AlarmCl i AlarmClearedTime
1 FM0000000240000023 SCTP CONNECTION TO AMF FAIL Critical NGAP to AMF 192.168.10.100 is down Cause: Unknown 24 | 2022-01-22 16:59:05 2022-01-22 16:58:36
0O Device 2 FMOO00000240000023  SCTP CONNECTION TO AMF FAIL critical NGAP 0 AVIF 10.86.120.1671 Is down Cause: Unknown 24 1 2022-01-22 16:59:11 2022-01:22 17:01:48
3 FM0000000240000023 SCTP CONNECTION TO AMF FAIL Critical NGAP to AMF 192.168.10.100 is down Cause: Unknown 24 1 2022-01-22 16:59:22 2022-01-22 16:58:36
‘ Alarm 4 FM0000000240000023 SCTP CONNECTION TO AMF FAIL Critical NGAP to AMF 192.168.10.100 is down Cause: Unknown 24 : | 2022-01-22 16:59:23 2023-11-17 09:33:32
5 FNMO000000240000023  SCTP CONNECTION TO AMF FAIL Crtical NGAP 10 AMF 182.168.10.100 Is Gown Cause: Unknown 24 1 2022.01-22 17:0208 2022-01-22 16:56:36
A 6 FM0000000240000023 SCTP CONNECTION TO AMF FAIL Critical NGAP to AMF 192.168.10.100 is down Cause: Unknown 24 1 2023-11-17 09:34:12 2023-11-18 05:12:09
7 FMOD00000240000023  SCTP CONNECTION TO AMF FAIL Critical NGAP to AMF 10.170.120.131 is down Cause: Unknown 2 1 2023-11-18 05:12:10 2023-11-18 05:31:27
@ Performance 8  FMO000000250000001  SCTP CONNECTION TO DU FAIL Critical SCTP10 DU 192.168.4.10 15 down 25 1 20220122 16:56:41 2022-01-22 16:56:45
9 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP to DU 192.168.4.10 is down 25 | 2022-01-22 16:58:51 2022-01-22 16:58:58
£ Config 10 FMOD00000250000001  SCTP CONNECTION TO DU FAIL critical SCTP 16 DU 192.168.4.10 s down 25 1 2022.01-22 16:58:52 2022-01:22 16:56:58
11 FIM0000000250000001  SCTP CONNECTION TO DU FAIL critical SCTP10 DU 192.168.4.10 s down 25 1 20220122 16:58:53 2022-01-22 16:96:59
’ Debug 12 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP to DU 192.168.4.10 is down 25 : | 2022-01-22 17:02:00 2022-01-22 17:02:06
13 FMOD00000250000001  SCTP CONNECTION TO DU FAIL Critical SCTP10 DU 192.168.4.10 s down 26 1 2022.01-22 17:06:48 2022-01-22 17:06:62
14 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP to DU 192.168.4.10 is down 25 1 2023-11-17 09:33:41 2023-11-17 09:33:47
15 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP to DU 192.168.4.10 is down 25 1 2023-11-18 05:31:36 2023-11-18 05:31:42
16 FMOD00000250000001  SCTP CONNECTION TO DU FAIL Critical SCTP10 DU 192.168.4.10 15 down 25 1 2024-03-02 02:40.02 2024-03-02 02:40:06
17 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP to DU 192.168.4.10 is down 25 | 2024-03-02 04:50:10 2024-03-02 04:50:15
18 FMOD0D000250000001  SCTP CONNECTION TO DU FAIL Critical SCTPto DU 192.168.4.10 s down 25 1 2024.03.02 06:34:19 2024-03-02 06:34:25

19 FM0000000250000001 SCTP CONNECTION TO DU FAIL Critical SCTP 10 DU 192.168.4.10 is down 25 1 2024-03-02 07:00:11 2024-03-02 07:00:17



(&) A Notsecure | 192.1685.216 2 A * [un} = @& X@ OS]

6TIW’RELES$ & Nayyer 9 English

Search ) 4 Home Alarm General Parameters » R X =
B Alarm / Active Alarm
A Home :
AlarmSeverity All v| Alarm Raised StartTime{ - - i % @ﬂ End TJme‘ - - ¥ A @ I YFilter | ‘ OReset |
* General Parameters SN AlarmGID AlarmName AlarmSeverity AlarmDesc AlarmID AlarmTimes AlarmRaisedTime AlarmChangedTime

D Device

‘ Alarm

History Alarm

0 Performance

'n' Config

i S

Issue # 2:

Verify and confirm the APN Settings including the APN Name (specific to customer; examples are:
“internet” ):

@ Advanced Settings

Device Information APN Management
Network
APN Selection
WAN Settings
APN Number
DNS Settings
APN Management APN Settings

Radio Settings Enable Enable

Sean Mode Profile Name APN1

PIN Management APN Name internet

SIM Lock Authentication Type NONE

LAN Settings PDN Type IPv4

Static Route MTU & 1400

Radio On/Off Default Gateway Enable

Ethernet Apply to [ TRo69

T o

Wi-Fi

The APN was incorrect; changed from “xxxx” to “internet” after below Wireshark Log observation:



File

4 m

View Go  Capture

R G ] &= »

Analyze  Statistics

Telephony ~ Wireless  Tools

@ q @ i

Help

m | ((udp.dstport=>50000 8& udp.dstport<51300 && ticmp)| | (ni_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0))

<+ si6

248231
240232
240495
242030
245271
245272
245925
260731
260731
262335
262336
262336
262946
280473
288474
288475
281180
281181
284393
284541
285043
300632

SourckE

192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216
192.168.5.216

Destination

192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168
192.168.5.168

Protocol
SJ_NrRrcDlDcch
SI_NGAP
SI_F1AP
SI_NGAP
SJ_NrRreD1Dech
SI_F1AP
SI_F1AP
SI_F1AP
SJ_NrRrcUlDcch
SJ_NrRreD1Dech
SI_NGAP
SI_F1AP
SI_F1AP
SI_F1AP
SI_NrRrcUlDcch
SI_NrRrcUlDech
SJ_NGAP
SI_F1AP
SI_NGAP
SJ_NrRrecDlDcch
SI_F1AP
SI_F1AP

Length
68
8
=l

13!
6
8
6
8
(-]
68
62

lea
7

162

126

126

R OO OO R

o

o
o
~

=
@
4

76

Infa

RRC Release

UEContextReleaseComplete

UEContextReleaseCommand

InitialContextSetupRequest, Service accept

Security Mode Command

DLRRCMessageTransfer

UEContextReleaseComplete

ULRRCMessageTransfer

Security Mode Complete

DL Information Transfer, Service accept

InitialC tSe

DLRRCMessageTransfer

RRCDeliveryReport

ULRRCMessageTransfer

UL Information Transfer, UL NAS transport, PDU session establishment request
UL Information Transfer, UL NAS transport, PDU session establishment request
UplinkNASTransport, UL NAS transport, PDU session establishment request
RRCDeliveryReport

DownlinkNASTransport, DL NAS transport, PDU session establishment request (DNN not supporte..
DL Information Transfer, DL NAS transport, PDU session establishment request (DNN not suppo..

DLRRCMessageTransfer
RRCDeliveryReport

Frame 17: 224 bytes on wire (1792 bits), 224 bytes captured (1792 bits) on interface \Device\NPF_{39965B36-7F@A-4B21-A86C-13DA77E80641}, id @

Ethernet II, Src: aa:ca:be:e6:d7:fa (aa:ca:be:e6:d7:fa), Dst: 50:91:e3:68:6d:04 (50:91:e3:68:6d:04)

Internet Protocol Version 4, Src: 192.168.5.216, Dst: 192.168.5.168

User Datagram Protocol, Src Port: 38674, Dst Port: 50198

CpCellApp
F1 Application Protocol

The CPE was visible with the correct CRNTI from GNodeB after the APN was corrected:



Terminal Sessions View Xserver Tools Games Settings Macros Help
LY w LB o 2 Le] L i L ¥ =y &

Session  Servers Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings Help
Ql O ~/2 1921685216

rtt min/avg/max/mdev = 0.388/1.022/1.591/0.374 ms

Ml root@localdomain:~# ping

J PING 10. | (1 6(84) bytes of data.
64 bytes from 10. 1 1cmp_ seq-l tt1=62 time=1.10 ms
64 bytes from icmp_seg=2 ttl=62 time=0.556 ms
64 bytes from 10. 120.131: icmp_seq=3 tt1=62 time=0.917 ms
=G
--- 10.170 31 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2001ims
rtt min/avg/max/mdev = 0.556/0.859/1.105/0.229 ms
root@localdomain:~# odi -n duapp@ display-ue-info
odi: dest processor is: 1
odi: tx 31 bytes to port 45468 on

odi: rx 13 bytes (1 msgs) from port 45468 on 192
odi: command time measured: 0.000413680 sec
i: ok ( odi -n duapp@ dlspl e-info )

56(84) bytes of data.
icmp_seg=1 tt1=62 time=1.33 ms
icmp_seq=2 ttl=62 time=0.363 ms
icmp_seg=3 ttl=62 time=1.59 ms
icmp_seq=4 ttl=62 time=0.798 ms

10.170 31 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.363/1.023/1.597/0.478 ms
root@localdomain:~# odi duapp@ display-ue-info
odi: dest processor 1is: 6
odi: tx 31 bytes to port 45468 on

UE Crnti: 541 Profile State: Supervised

odi: rx 55 bytes (1 msgs) from port 45468 on 192
odi: command time measured: 0.000610960 sec

odi: ok ( odi -n duapp@ display-ue-info )

Ml root@localdomain :~# [J

Issue # 3:
If CPE keeps getting disconnected after being idle, verify CPE Inactivity Timer under UE Capabilities.

It can be modified from 30 seconds to 60 seconds:



(& A Notsecure | 192.168.5.216 £ A % [ X

BleansLEw ~ Nayyer @Engli

Search ) 44 Home Config » =
» Uiy

» Config / Service / Cell Access Management / Madify Access UE Capabilities(MOD Capabilities)

* Neigh Station GbrThresholdSwitch = off
GbrUlThreshold = 4000000000000

+ Neigh Cell
GbrDIThreshold = 4000000000000
4+ Mobility
(Number of results = 1)
= Service
+ Cell Status Management
END
= Cell Access Management
¢> Modify Access UE Capabilities MOD Capabilities:indexid_CellConfig=1,UelnactiveTimer=60;
+++ BBU 2024-02-08 09:57:03
List Access UE Capabilities 0&M  #2
= e — %%MOD Capabilities:indexid_CellConfig=1,UelnactiveTimer=60;%%
+ Cell Network Optimization RETCODE =0 The command was executed successfully.
+ Cell Security Algorithms END
+Cell LoadBalance [MGD Capabilities:indexid_CellConfig=1,UelnactiveTimer=60; \ 41 Send ‘JCIear
+ Cell EnergySaveParam ‘B Select AII| ‘>_ Execute ‘ & Help ‘ |1 Copy Messagei | # Clear Output
4+ ANR Confi
S Cellindex 1
+ VoNR Paramsters UelnactiveTimer 60 (second)
+ SRS Parameters O InactiveSwitch v
4 Cell Split Parameters O UserNumberThreshold1 (%)
i UserNumberThreshold2 (%)
+ RRU M VirarhliimbarThranhalA2 o0\
Issue #4:

Incorrect PLMN was programmed. Updated PLMN from 315010 to 00101f after below 2 observations:

) | 44 Home | Alarm » B X =
» Alarm / Active Alarm
AlarmSeverit; Alarm Raised Start Time‘ % E : B ] End Time| = & j ; [ YFilter ‘ l ‘OReset ‘
SN AlarmGID AlarmName AlarmSeverity AlarmDesc AlarmID
1 FM0000000280000023 AMF NG SETUP FAIL NGAP to AMF 10.170.120.131 is down Cause: CAUSE_MISC_UNKNOWN_PLMN 28
2 FM0000000290000001 F1 TO DU SETUP FAIL Critical F1AP to DU 192.168.4.10 is down 29

3 FM0400000300000001 F1 TO CU SETUP FAIL Critical F1AP to CU 1 is down 30




Search ) 44 Home Alarm
| » General Parameters / Cell PLMN / List Cell PLMN(LST CNTAPLMN)

A Home A—
+++ BBU 2024-02-08 09:19:26
* General Parameters O&M  #1
%%LST CNTAPLMN:;%%
+ AMF RETCODE =0 The command was executed successfully.
List Cell PLMN
4+ gNodeB Identification ~  J§  cceeecemeeeaes
Fup— Celllndex = 1
GhWO TACIndex = 1
+ Cell Management PLMNIndex = 1
PLMNID = 315010
+ Cell TAC
(Number of results = 1)
= Cell PLMN
Add Cell PLMN

--- END

Modify Cell PLMN

[LST CNTAPLMN:;

Delete Cell PLMN [E Select All ‘ |>_ Execute| [ & Help \ |EE Copy Message ‘ [J Clear Output
4+ Cell SLICE 0 Cellindex
+ CellQOS O TACIndex
Issue #5:

If AMF is Not accessible, verify the below:

Terminal Sessions View Xserver Tools Games Settings Macros Help

£ * L = 4 le] g b d = ¥ o (2] X ()
Session Servers  Tools  Games Sessions  View split  MultiExec Tunneling Packages Settings  Help Xserver  Exit
Quick connect... 4 B21017038253 [315.10.170.38.252 ¢
- T O m K bash /opt/bbu/bts/scripts/sp.sh -startoam
i | nohup sp.sh -oam > /opt/bbu/oam/log/restart.log &
|/root/ | scp root@ 1 1 /opt/bbu/oam/log/* /opt/bbu/oam/log
- Name exit
- history
i odi -n duapp@ display-ue-info
.cache it
-gnupg history
.ssh odi -n duapp0 display-ue-info
vim echo “"pts/" ca C k C | ¢ k | -F '=* ‘{prin ‘" | xargs pkill -kill -t
.bash_history who am i |awk '{print $2} i sed -1 "s/bbutty=.*/bbutty={}/g" /opt/bbu/oam/log/tty.rec
-beshrc . /opt/bbu/oam/cm/protStackCfg.sh
.proﬁ\e bash /opt/bbu/bts/scripts/sp.sh -startoam
-viminfo nohup sp.sh n > /opt/bbu/oam/log/restart.log &
Xauthority scp root@ 1 /opt/bbu/oam/log/* /opt/bbu/oam/log
[ 21dr.bit.gz exit
['5GNR_VPP_aa.tdd.fr1.2.2.3.4 history

[I5GNR_VPP_aa.tdd.fr1.2.2.3... d

miptables-yitishi.sh
[ ptp4l-master.cfg

ping statistics ---
5 packets transmitted, 4 received, 20% packet loss, time 4001ms
rtt min/avg/max/mdev = 1
root@localdomain:~# ping
PING ( 56(84) bytes of data.
64 bytes from 10.1 1 icmp_seq=1 ttl=61 time=0.378 ms
64 bytes from i . tt1l=61 time=1.58 ms
64 bytes from 1 ) ttl=61 time=1.51 ms
— =
ping statistics ---
ts transmitted, 3 received, 0% packet loss, time 1999ms
. rtt min/avg/max/mdev = 0.378/1.159/1.581/0.552 ms
[J Follow terminal fol [ENIGELIR ML |

= Remote monitoring



(@) A Notsecure | 10.170.120.141/#/index

s AGrandEMS & Home @ Monitor B Configuration @ Performance
& Home
) . R Serial
Object Status Refresh Time Version IP Address
Number
2024-03-08
OMC_001 Normal 2.2401.3 = 10.170.120.141
11:52:53
2024-03-08
AMF_001 Normal 2.2401.12 13750111 10.170.120.131
11:52:53
2024-03-08
AUSF_001 Normal 2.2401.11 13750111 10.170.120.132
T1:52:53
2024-03-08
UDM_001 Normal 2.2402.14 13750111 10.170.120.133
11:52:53
2024-03-08
SMF_001 Normal 2.2401.13 13750111 10.170.120.134
11:52:53
2024-03-08
PCF_001 Normal B 2.2401.13 13750111 10.170.120.135
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E Home X

Monitor / Trace

NE Type

OMC
AMF
AUSF
UDM
SMF
PCF
UPF

IMS

Issue # 6:

B Active Alarms

/ Signaling Capture

NE ID

001

001

001

001

001

001

001

X

NE Name

OMC_001

AMF_001

AUSF_001

UDM_001

SMF_001

PCF_001

UPF_001

IMS_001

= Signaling Analysis

IP Address

10.170.120.141

10.170.120.131

10.170.120.132

10.170.120.133

10.170.120.134

10.170.120.135

10.170.120.138

10.170.120.140

OMC_001

X

< Signaling Capture

Command

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

-n-s0-v-w

X

< NE System Topology X

Operation

[ oo [EEES
(0 o [EEES
(0 o [EEES
[ oo [EEES
[ 5o |EEED
(0 oo [EEES
[ oo [EEES
(o <o | EEED

Stop |
Stop |
Stop |
Stop |
Stop |
Stop |
Stop |

Stop |

Using the Forward Log Capture sub heading under the Debug Menu, start Wireshark Log Capture to
Troubleshoot Issue:



AMFIndex PLMNIndex PLMNID

," Debug

1 1 00101f
=+ Maintenance 1 2 315010
1 3 99999f
= Log Capturing 1 4 999503

Local Log Capluring (Number of results = 4)

7 Forw: g Log Capturing

-- END
+ Rate
+ Floor Noise
[LST SupportPLMNLIst:;
B Fils >_Execute & Help [#1Copy Message| [ ciear output |
CP signaling plane
System O FAPIH
SeleciMessageOptions O FAPI3
CRLC
/# Upgrade [ CELLTRACE
Cellt
[ Celi2
Cell
O cens
[ Celd
Purpose siart forwarding
TransmitlPv4Address 192.168. 5 .16§

Several Wireshark Logs collected, with one of them being shared below:

3 SourcE Destination Protocol Length  Info
. 727554 192.168.5.216 192.168.5.168 SJ_NrRreDlDcch 6@ DL Information Transfer, Service accept
727773 192.168.5.216 152.168.5.168 SI_F1AP 97 DLRRCMessageTransfer
728462 192.168.5.216 192.168.5.168 SJ_F1AP 1@@ DLRRCMessageTransfer
. 729014 192.168.5.216 192.168.5.168 SI_F1AP 76 RRCDeliveryReport
745294 192.168.5.216 192.168.5.168 SI_F1AP 76 RRCDeliveryReport
758397 192.168.5.216 192.168.5.168 SJ_F1AP 1589 ULRRCMessageTransfer
75@804 192.168.5.216 122.168.5.168 SI_NrRrcUlDcch  147@ UE Capability Information
. 752819 192.168.5.216 192.168.5.168 SI_NGAP 1501 UERadioCapabilityInfoIndication
752829 192.168.5.216 192.168.5.168 SJ_NGAP 64 InitialContextSetupResponse
753081 192.168.5.216 192.168.5.168 SI_F1AP 166 ULRRCMessageTransfer
754556 192.168.5.216 192.168.5.168 SJ_NrRrcUlDcch 130 UL Information Transfer, UL NAS transport, PDU session establishment request
754557 192.168,5.216 192.168.5.168 SJ_NrRrcUlDcch 130 UL Information Transfer, UL NAS transport, PDU session establishment request
754557 192.168.5.216 192.168.5.168 SJ_NGAP 173 UplinkNASTransport, UL NAS transport, PDU session establishment request
008 .... = Spare Half Octet: @
v Payload container type
. @001 = Payload container type: N1 SM informatien (1)
v Payload container
Length: 5
~ Plain NAS 5GS Message
Extended protocol discriminator: 56 session management messages (46)
PDU session identity: PDU session identity value 1 (1)
Procedure transaction identity: 1
Message type: PDU session establishment reject (@xc3)
v 5GSM cause - ESM cause
5GSM cause: Missing or unknown DNN in a slice (78)
~ PDU session identity 2 - PDU session ID
Element ID: @x12
PDU session identity: PDU session identity value 1 (1)
2012 2@ 4b f1 34 40 8@ 48 11 bc 9c @ a8 @5 d8 c@ a8 -K-4@-@ --------
2020 @5 aB 8d 5F ¢3 fa @@ 37 2a @d @@ €4 40 2b G0 €@ - - 7 K@
ee3e 03 00 0a o o5 [TIETNNIFTIES: 00 55 06 2 60 69 E o
H eede 6 00 15 14 7e B2 56 42 62 38 84 7e @0 68 €1 & -~V BnB-~-h
2052 9@ @5 2e @1 @1 c3 46 12 o1 LML



“Ng Handovers”

Ng Intra-Frequency Handover (M4370):

UE Source Target AMF
gNodeB gNodeB
RRCReconfiguration(MC)

-

RRCReconfigurationComplete

MeasurementReport
Uplink and downlink data
R e e N otk i e e, e e e >
HANDOVER REQUIRED
¢« HANDOVER REQUEST

HANDOVER REQUEST ACKNOWLEDGE
»

HANDOVER JOMMAND

RRCReconfiguration(HO)

UPLINK RAN PTATUS TRANSFER )

WNLINK RAN STATUS TRANSFER

d

ndirect forwarding data

__________________________________________________ '
‘ __________________________
RRCReconfigyrationComplete '
SRRty Downlinkdata _________________.
Uplink data
------------------------------------------------- L e ettt «
HANDOVER NOTIFY
R e et U s i Downlinkdata _____ | e e
End rharke
‘ ————————————————————————————————————————————————————
End marker
_______________________ e
= UE CONTEXT RHELEASE COMMAND
UE CONTEXT RELEASE COMPIETE
¢ RRCReconfigyration(MC)

RRCReconfigurationComplete

«l

1- Intra-Frequency Handover from PCl 71 (10.170.38.253) to PCI 31 (10.170.38.252):

2- Connect the laptop to the main Network using the Router and switch in order to monitor traffic
& signaling for both of the GNB above using Wireshark

3- Verify the IP Address of laptop (connected to CPE) by using ipconfig below:



"] Command Prompt

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . :

Link-local IPv6 Address : fe80::2d90:4b52:6801:2172%6
IPv4 Address : 10.170.38.200

Subnet Mask 1 255.255.255.8

Default Gateway : 10.170.38.1

4- Start a continuous ping from the laptop connected to the CPE, to make sure the connected
Mode stays on (needed for HO):

[r—

Command Prompt

C:\Users\Nayyer>ping 1.1.1.1 -t

Pinging 1.1.1.1 with 32 bytes of data:
Reply from .1: bytes=32 time=7ms
Reply from bytes=32 time=7ms
Reply from bytes=32 time=8ms
Reply from bytes=32 time=8ms
Reply from bytes=32 time=7ms
Reply from bytes=32 time=8ms
Reply from bytes=32 time=7ms
Reply from bytes=32 time=8ms
Reply from bytes=32 time=8ms
Reply from bytes=32 time=7ms

L I S
L I S

i 5
3
1.
3 B
1.
3 )8
110
ilis
i 5
3

H R R

5- Build the NR Cell Relation (from Source to Target GNB below):



& A Notsecure | 10.170.38.253

2 a A A O %3
(- D Englis
BTL..
Search 9 | 4 Home Config » X
» Config / Neigh Cell / NRCell/ List NRCell(LST NRCell)
A& Home
CID = 4128769
PhyCellID = 31
* General Parameters PLMNID = 001011
NbrGnbldLength = 22
[J pevice NRCarrierARFCN = 638000
SSBFrequency = 637344
‘ Al SSBSubcarrierSpacing = kHz30
— TAC
Qoffset(dB) = -6
Q) Performance QRxLevMinOffsetCell = 3
QQualMinOffsetCell = 5
CIO(dB) = 0
£ contig Status = valid neighbor cell
d Blacklisted = off
+ Neigh Station RsType = ssb
= Neigh Cell NoRemoveEnable = prohibit deleting the cell
NoHOEnable = allow handover to the cell
= NRCell NoXnEnable = prohibit to establish Xn connection to the cell
Add NRCell CIOSSBSINR(dB) = 0x00000FFF
CIOSSBRSRP(dB) = 0
Modify NRCell CIOSSBRSRQ(dB) = 0X00000FFF
List NI 0 CIOCSISINR(dB) = 0x00000FFF
CIOCSIRSRP(dB) = 0x00000FFF
Delste NRCell CIOCSIRSRQ(dB) = Ox0D000OFFF
# LTECel [LSTNRCell,
& Select All »_Execule & Help | 1Copy Message| | & Clear Output|
+ Mobility
Cellindex
+ Service o
O cip
6- Verify the Cell Information on the Target GNB (PCl 31):
« O A Notsecure | 10.170.38.252 »Loa A m = B
(BTl......
Search ) 44 Home | General Parameters
» General Parameters / Cell Management / List CellConfig(LST CellConfig)
A Home .
List CellConfig
W General Parameters .
Cellindex = 1
CellldWithinGnb = 1
F0ME PhyCelllD = 31
+ gNodeB Identification NRARFCNUL = 638000
NRARFCNDL = 638000
+ Network FregBandIndicator = n48:636667-646666
Ullayers = 0
= Cell Management ClAGeaREET
Add CellConfig DlLayers = 0
§ DlAntennas = 4
Modity: CaliComg PdschMcsTable = gam64
ULBandwidth(M) = 40M
Modify ActiveCellNumber DLBandwidth(M) = 40M
List ActiveCellNumber AbsoluteFrequencySSB = 637344
SSBPower = 6
Modify Cell SubframeAssignment PSCHPowerOffset = db0
List Cell SubframeAssignment
(Number of results = 1)
Modify MaxTxPower
List MaxTxPower [LST CellConfig.
+ Cell TAC & Select All >_Execute [Ea Copy Message \ \ & Clear Output
+ Cell PLMN 0O Cellindex

7- Confirm that A5 is turned off on the Target GNB:



<« O A Not secure | 10.170.38.252 L a A % W = %

BTIWVRELESS
Search ) 44 Home General Parameters Config
Q@ Performance » Config / Mobility / trl/ List tri(LST tr)
£¥ Config (Number of results = 1)
+ Neigh Station
-~ END
+ Neigh Cell
LST A5MeasureCtrl;
= Mobility
+++ BBU  2024-03-07 01:21:58
+ S| Parameters 0&M  #4
%%LST ASMeasureCtrl:;%%
+ MeasureCirl RETCODE=0 The was
R T—— List ASMeasureCtrl
+ A2MeasureCtrl Cellindex ASMeasureCtrlindex Enable A5Threshold1RSRP(dB) A5Threshold1RSRQ(0.5dB) A5Threshold1SINR A5Threshold2RSRP(dB) A5Threshold2RSRQ(0.5dB) A5Threshold2¢
1 1 off 22 12 43 22 12 43 16 6 1 1 time 240ms
+ A3MeasureCtrl 1 2 off 22 12 43 22 12 43 16 6 3 1 time 240ms
3 e Ch (Number of results = 2)
= AsMeasureCtrl
END
Add A5MeasureCtrl
Modify trl
—— g |& select Al [>—Execute [@1Gopy Message | [# Giear Output
Add PImnidAS @] Cellindex
Modify PimnidAS [} A5MeasureCtriindex
8- Adjust the A2 Thresh-hold on Source (based on the CPE RSRP value seen for the GNB)
« O A Notsecure | 10.170.38.253 L a A w m = %

Search ) | ¢ Home Config n X

D Device

‘ Alarm

0 Performance

ﬁ Config

+ Neigh Station
+ Neigh Cell
= Mobility
+ S| Parameters
+ MeasureCtrl
+ A1MeasureCtrl
= A2MeasureCtrl
Add A2MeasureCtrl

» Config / Mobility / A2MeasureCtrl / List A2MeasureCtri(LST A2MeasureCtrl)

CIOCSIRSRP(dB) = 0X00000FFF
CIOCSIRSRQ(dB) = 0x00000FFF

(Number of results = 1)

LST A2MeasureCtrl;
+++ BBU 2024-02-10 14:02:56
0&M  #11

%%LST A2MeasureCtrl::%%
RETCODE =0 The command was executed successfully.

List A2MeasureCtrl

Cellindex A2MeasureCtrlindex Enable A2Th A2Thr Q(0.5dB) A2Thr H i 5dB) tCells MeasurePurpose ReportAmount(time) Reportints
1 1 on 90 0 0 2 1 1 1 time 240ms 320ms ssb  off ISTp Event de
1 Z off 35 0 0 2 1 Z 1 time 240ms 320ms ssb  off TSID Event de]

(Number of results = 2)

Modify AZMeasureCtri
Delete A2MeasureCltri
Add PimnldA2

[LST A2Measurectri;

[#1Copy Message | | Ciear Output |

The A2 Thresh-hold should be as such that:

“Event A2 (Serving becomes worse than threshold)”

9- Verify A2 PLM

N:




&« G A Notsecure | 1017038253 L oA A w m =

(BT e

Search ) | 44 Home Config
s » Config / Mobility / A2MeasureCtrl / List PimnldA2(LST PlmnldA2)
+ Neigh Station Celllndex A2MeasureCtrlindex Enable A2ThresholdRSRP(dB) A2ThresholdRSRQ(0.5dB) A2ThresholdSINR Hysteresis(0.5dB) MaxReportCells MeasurePurpose ReportAm
1 1 on 90 0 [ 2 1 1 1 time 240ms 320ms ssb  off
+ Neigh Cell 1 2 off 35 0 0 2 1 2 1time 240ms 320ms ssb o off
— Mobility (Number of results = 2)
+ Sl Parameters
+ MeasureCtrl
+ AfMeasureCtrl 151 Plomldaz
+++ BBU 2024-02-10 14:04:40
= A2MeasureCtrl 0&M  #12
Add A2MeasureCtrl S6%LST PImnldA2:56%
RETCODE=0 The command was executed successfully.
Modify A2MeasureCtrl List PlmnldA2
List A2MeasureCtrl [
Cellindex A2MeasureCtrlindex PLMNIndex PLMN
Delete A2MeasureCtrl 1 1 i 00101f
Add PimnldA2 L2 Lo 4e6o2f

(Number of results = 2)

Modify PimnidA2

> List PimnidA2

Delete PimnidA2

10- A3 Thresh-hold on Source:

« C A Notsecure | 10.170.38.253 L a A % m = N

Nayyer (@ En|
lemzuss
Search ) 4 Home Config General Parameters o X
Q@ Performance » Config / Mobility / A tr/ List Cri(LST A3M. Ctrly
Celllndex = 1
£ config MaxTxPower(dBm) = 30
=+ Neigh Station (Number of results = 1)
+ Neigh Cell
= Mobility = JND
+ Sl Parameters LST A3MeasureCtrl:;
+++ BBU 2024-02-10 14:08:51
+ MeasureCtrl o8M  #14
+ A1MeasureCtrl %%LST A3MeasureCtrl:;%%
RETCODE =0 The command was executed successfully.
+ A2MeasureCtrl List A3MeasureCtrl

mikiMeasuoCHl Cellindex A3MeasureCtriindex Enable A30ffsetRSRP(0.5dB) A30ffsetRSRQ(0.5dB) A3OffsetSINR(D 5dB) Hysteresis(0.5dB) MaxReportCells MeasurePurpose ReportAmount(time) Reportinte

Add A3MeasureCltrl 1 1 on 2 0 0 2 4 1 1 time 240ms 320ms off ssb  on SIP
i 2 off 22 =12 - 16 6 2 1 time 240ms 128ms off ssb  on ISIp
Modify A3MeasureClrl
(Number of results = 2)
(> List ABMeasureCirl
Delete A3MeasureCtrl . END
Add PimnldA3

11- Wireshark Log Captures on Source GNB (and Target GNB):



&< G A\ Notsecure | 10.170.38.253

Hoa A % m

BTI WIRELESS

Search ) 44 Home Config General Parameters Debug

» Debug / Log Capturing / Forwarding Log Capturing(EXC TransmitCaught)

A Home

Celllndex = 1
MaxTxPower(dBm) = 30

* General Parameters
(Number of results = 1)

[J Device
— END

A Aam LST A3MeasureCtrl:;
+++ BBU  2024-02-10 14:08:51
0&M #14

%%LST A3MeasureCtrl:;%%
RETCODE =0 The command was executed successfully.
List A3MeasureCtrl

() Performance

ﬁ Config

Cellindex A3MeasureCtrlindex Enable A30ffsetRSRP(0.5dB) A30ffsetRSRQ(0.5dB) A30ffsetSINR(0.5dB) Hysteresis(0.5dB) MaxReportCells MeasurePurpose Repor

i 1 on 2 0 0 2 4 3} 1 time 240ms 320ms off ssh
f’ Debug 1 2 off 22 12 -15 16 6 2 1 time 240ms 128ms off ss
(Number of results = 2)
+ Maintenance
= Log Capturing . END
Local Log Capturing
(> Forwal Log Capturing
[LST A3Measurectrl;
+ Rate ‘@]Copy Messagel ‘.!Cieal Output‘
PhtlRm Ao [ CP signaling plane
O FAPI1
SelectMessageOptions (] FAPI3
[JRLC
() CELLTRACE
= System Celll
0O Celi2
cell O Celi3
i
/ Upgrade 0 Celld
Purpose start forwarding v
TransmitlPv4Address 10 170 38 200
12- Start PDU Session on the Source GNB of PCI 71 (10.170.38.253):
& Capturing from Ethernet 2 - o X
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
am g e RE Qes2s=EF S @ a { I
. | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)| |(nr_info.rach.numofpream > 0)]|(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |4 i

No. Time SourcE Destination Protocol Length
416 50.704354 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 130
417 50.714393 10.170.38.253 10.170.38.200 SI_NGAP 268
419 50.718201 10.170.38.253 10.170.38.200 SJ_F1AP 166
420 50.725746 10.170.38.253 10.170.38.200 SJ_F1AP 375
421 50.730903 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 495
422 50.732189 10.176.38.253 10.170.38.200 SI_F1AP 539
423 50.758668 10.170.38.253 10.170.38.200 SJ_F1AP 80
424 50.758669 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60
425 50.760559 10.170.38.253 10.170.38.200 SJ_F1AP 72,
426 50.761232 10.170.38.253 10.170.38.200 SJ_F1AP 76
427 50.761233 10.170.38.253 10.170.38.200 SJ_F1AP 62

L 428 50.762478 10.170.38.253 10.170.38.200 SI_NGAP 84
464 51.103710 10.170.38.253 10.170.38.200 SJ_F1AP 86
465 51.103711 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60
467 51.105443 10.170.38.253 10.170.38.200 SJ_F1AP 81
468 51.108990 10.170.38.253 10.170.38.200 SJ_F1AP i
469 51.108991 10.170.38.253 10.170.38.200 SJ_F1AP 152
470 51.108992 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch kil
471 51.133141 10.170.38.253 10.170.38.200 SJ_F1AP 8@
472 51.133641 10.170.38.253 10.170.38.200 SJ_F1AP 76
473 51.133642 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60
474 51.463814 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60
475 51.463815 10.170.38.253 10.170.38.200 SJ_F1AP 86

Info

UL Information Transfer, UL NAS transport, PDU session establishment request
PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment a
UEContextSetupRequest

UEContextSetupResponse

RRC Reconfiguration, DL NAS transport, PDU session establishment accept
DLRRCMessageTransfer

ULRRCMessageTransfer

RRC Reconfiguration Complete

UEContextModificationRequest

RRCDeliveryReport

UEContextModificationResponse

PDUSessionResourceSetupResponse

ULRRCMessageTransfer

Measurement Report

UEContextModificationRequest

UEContextModificationResponse

DLRRCMessageTransfer

RRC Reconfiguration

ULRRCMessageTransfer

RRCDeliveryReport

RRC Reconfiguration Complete

Measurement Report

ULRRCMessageTransfer

> Frame 10@: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface \Device\NPF_{39965B36-7FOA-4B21-A86C-13DA77E80641}, id ©
> Ethernet II, Src: SunwaveC_20:0f:28 (68:1d:64:20:0f:28), Dst: 50:91:e3:68:6d:04 (50:91:e3:68:6d:04)

> Internet Protocol Version 4, Src: 10.170.38.253, Dst: 10.170.38.200

13- Verify the CPE (with correct CRNTI) is on the Source GNB:



626 Statistics "\Zf Upgrade @ Advanced Settings

Device Information Radio Settings
Network _
Settings
WAN Settings

. Status Connected
DNS Settings

APN Management Connect Method Auto
Radio Settings Cancel
Scan Mode
PIN Management SCistatus
SIM Lock GSCNARFCN 637344
LAN Settings DL Frequency 3560.155MHz
Static Route UL Frequency 3560.155MHz
Radio On/Off Band 48
Ethernet Bandwidth
Wi-Fi RSRP
Security Settings RSRQ
VPN SINR
IPvé PCI

System Cell ID

B 10.170.38.253 - (u] X

Terminal ~Sessions View Xserver Tools Games Settings Macros Help

= * 8 = 2 ) — % & @ X (]
Session Servers  Tools  Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help Xserver  Exit
Quick connect... olff (<14.10.17038.253 :
- T O m K 1977 echo "pts/" | xargs pkill -kill -t
‘ ‘ 1978 who am i |awk ‘{print $2}' | awk -F '/' '{print $2}' \ xargs -i sed -i "s/phytty=.*/phytty={}/g" /opt/bbu/oam/log/tty.rec
/root/ Ml ord
[
- Name 1979 pkill -9 bs_bbu_main &
e 1980 bash /opt/bbu/oam/cm/phyStart.sh
J h 1981 nohup sp.sh -oam > /opt/bbu/oam/log/restart log &
cache 1982 scp root@192.168 1:/opt/bbu/oam/log/* /opt/bbu/oam/log
-gnupg 1983 exit
.ssh 1984 echo “pts/" i | xargs pkill -kill -t
& vim who am i |awk '{print $2}' | awk -F '/' '{print $2}' | xargs -1 sed -1 "s/bbutty=.*/bbutty={}/g" /opt/bbu/oam/log/tty.rec
.bash_history
bashrc . /opt/bbu/oam/cm/protStackCfg. sh
: il bash /opt/bbu/bts/scripts/sp.sh -startoam
.pro}e nohup sp.sh -oam > /opt/bbu/oam/log/restart.log &
viminfo echo "pts/" | xargs pkill -kill -t
.Xauthority who am i |awk ‘{print $2}' | awk -F '/' ‘{print $2}' \ xargs -1 sed -1 "s/phytty=.*/phytty={}/g" /opt/bbu/oam/log/tty.rec
M 21dr.bit.gz
[5GNR_VPP_aa.tdd.fr1.2.2.3.4 Eklgl/-qt%bb?u mim/&; [/t
~ ash /op uoamcmpy art.s
,FGNR?VP!_’faaI.tdd.frl.Z.2.3... scp root@192. 168 1:/opt/bbu/oam/log/* /opt/bbu/oam/log
miptables-yitishi.sh S
" mycap.pcap history
[ ptp4l-master.cfg odi -n duapp@ display-ue-info
Cwget-log history

odi -n duapp0® display-ue-info
history
history
root@localdomain :~# od1 -n duapp@ display-ue-info

: tx 31 bytes to port 49681 on 192

UE Crnti: 893 Profile State: Supervised
—
odi: rx 55 bytes (1 msgs) from port 49681 on
odi: command time measured: 0.000526440 sec
od < ( odi -n duapp® display-ue-info )
[J Follow terminal fol root@localdomam ~# 1

&= Remote monitoring

14- Starting value of TxPwr Level on the Source GNB:



& C A Notsecure | 1017038253 L a A K M &= o

BTl

Search ¥) 44 Home Config General Parameters Debug
» General Parameters / Cell Management / List MaxTxPower(LST MaxTxPower)
A Home
* EXC TransmitCaught 1.C 1.Purp tTepdump, Tr 10.170.38.200;
General Parmelers +++ BBU  2024-02-10 14:17:17
oM #16
+ AMF 9%%EXC TransmitCaught:SelectMsg=1,Celllndex=1,Purpose=Start Tcpdump, Transmitlp=10.170.38.200:%%
4+ gNodsB Ideniification RETCODE=0 The was executed successfully.
— END
+ Network
LST MaxTxPower;
- e +++ BBU  2024-02-10 141752
Add CellConfig ogM  #17

%%LST MaxTxPower:;%%
RETCODE =0 The command was executed successfully.
List CellConfig List MaxTxPower

Modify CellConfig

Modify ActiveCellNumber Celllndex = 1

List ActiveCellINumber MaxTxPower(dBm) = 30
Modify Cell SubframeAssignment (Numberoftesnls=1)
List Cell SubframeAssignment

Modify MaxTxPower

- END
+ Cell TAC [LST MaxTxPower ;

+ Cell PLMN  Select All [>_Execute| [#1Copy Message| [# Clear Output
+ Cell SLICE M Cellindex

15- Increase the TxPwr Level on the Target GNB, and very carefully decrease the TxPwr Level on the
Source GNB until the conditions for A2 and A3 Thresholds are met.
16- Below is the screenshot of the Successful Handover, along with the Wireshark Log Attached:

£ Capturing from Ethernet 2 - o X
File Edit View Go Capture Analyze Statistics  Telephony  Wireless Tools  Help

AW g e TRE Qe EFT I Q Q&

[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v|+ si6

No. Time SourcE Destination Protocol Length  Info
6595 763.842290 10.170.38.253 10.170.38.200 SJ_NGAP 152 PDUSessi t
6596 763.843511 10.170.38.253 10.170.38.200 SJ_NGAP 72 PDUSessi eSet! pon
6741 789.482847 10.170.38.253 10.170.38.200 SJ_NGAP 152 PDUSessi t
6742 789.484040 10.170.38.253 10.170.38.200 SJ_NGAP 72 PDUSessi eSet pon:
6912 797.757340 10.170.38.253 10.170.38.200 SJ_F1AP 9@ ULRRCMessageTransfer
6913 797.758583 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
6915 797.764919 10.170.38.253 10.170.38.200 SJ_NGAP 470 HandoverRequired
6917 797.769937 10.170.38.252 10.170.38.200 SJ_NGAP 611 HandoverRequest
6920 797.779116 10.170.38.252 10.170.38.200 SJ_F1AP 499 UEContextSetupRequest, RRC Reconfiguration
6921 797.785496 10.170.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse
6922 797.794684 10.170.38.252 10.170.38.200 SJ_NGAP 503 HandoverRequestAcknowledge
6923 797.797696 10.170.38.253 10.170.38.200 SJ_NGAP 587 HandoverCommand
6924 797.800339 10.170.38.253 10.170.38.200 SJ_F1AP 492 UEContextModificationRequest
6925 797.800339 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 448 RRC Reconfiguration
6926 797.801604 10.170.38.253 10.170.38.200 SJ_F1AP 62 UEContextModificationResponse
6927 797.801605 10.170.38.253 10.170.38.200 SJ_NGAP 76 UplinkRANStatusTransfer
6928 797.804098 10.170.38.252 10.170.38.200 SJ_NGAP 76 DownlinkRANStatusTransfer
6929 797.957754 10.170.38.252 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
6930 797.957763 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
6931 797.960345 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 88 RRC Reconfiguration
6932 797.961635 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 60 UE Capability Enquiry
6933 797.962960 10.170.38.252 10.170.38.200 SJ_F1AP 129 DLRRCMessageTransfer
6934 797.964287 10.170.38.252 10.170.38.200 SJ_F1AP 97 DLRRCMessageTransfer
6935 797.964288 10.170.38.252 10.170.38.200 SJ_NGAP 81 {HandoverNotify
6936 797.968007 10.170.38.253 10.170.38.200 SJ_NGAP 64 UEContextReleaseCommand I
6937 797.971958 10.170.38.253 10.170.38.200 SJ_NGAP 88 UEContextReleaseComplete
6938 797.971959 10.170.38.253 10.170.38.200 SJ_F1AP 67 UEContextReleaseCommand

> Frame 6935: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF_{39965B36-7F@A-4B21-A86C-13DA77E80641}, id @ -

> Ethernet II, Src: SunwaveC_20:0f:35 (68:1d:64:20:0f:35), Dst: 50:91:e3:68:6d:04 (50:91:e3:68:6d:04)

17- Measurement Report:



File
A n

Edit

View  Go
®

Analyze  Statistics

BB ] &=

Telephony

Wireless

Tools  Help

aqer

[] | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

SIG

No.
|
I
!
L

6741
6742
6912
6913
6915
6917
6970

Time

789.482847
789.484040
797.757340
797.758583
797.764919
797.769937
797.779116

SourcE

10.170.38.253
10.170.38.253
10.170.38.253
10.170.38.253
10.170.38.253
10.170.38.252
10.170_3R8.252

Destination

10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38 208

Protocol

SJ_NGAP
SI_NGAP
SJ_F1AP
SJ_NrRrcUlDcch
SI_NGAP
SJ_NGAP

<1 F1AP

Length
152

72

%

Info

PDUSessionResourceSetupRequest
PDUSessionResourceSetupResponse
ULRRCMessageTransfer

Measurement Report

HandoverRequired

HandoverRequest

UFContextSetunReaiiest . RRC Raconfisuration

v measurementReport
v measResults

measId: 2

v measResultServingMOList: 1 item

v Item @
v MeasResultServMO
servCellId: @

v measResultServingCell

physCellld: 71
v measResult
v cellResults

v resultsSSB-Cell

v resultsSSB-Cell

18- Handover Required:

File
A =

Edit
4 ®

View  Go

Analyze  Statistics

BB R e=»=

Telephony

® 8=

Wireless

rsrp: -109dBm <= SS-RSRP < -108dBm (48)
rsrq: -25.5dB <= SS-RSRQ < -25.8dB (36)
v measResultNeighCells: measResultListNR (@)
v measResultListNR: 1 item
v Item @
v MeasResultNR
physCellld: 31
v measResult
v cellResults

-78dBm <= SS-RSRP < -77dBm (79)

Tools  Help

RN e

[ ] | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

+

SIC

No.

6742
6912
6913
6915
6917
6920
6921
6922
6923
6924
6925

789.484040
797.757340
797.758583
797.764919
797.769937
797.779116
797.785496
797.794684
797.797696
797.800339
797.800339

SourcE

10.170.38.253
10.170.38.253
10.170.38.253
10.170.38.253
10.170.38.252
10.170.38.252
10.170.38.252
10.170.38.252
10.170.38.253
10.170.38.253
10.170.38.253

Destination

10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200
10.170.38.200

Protocol

SJ_NGAP
SJ_F1AP
SJ_NrRrcUlDcch
SI_NGAP
SI_NGAP
SJ_F1AP
SJ_F1AP
SI_NGAP
SI_NGAP
SI_F1AP
SJ_NrRrcD1Dcch

Length
72
%

Info
PDUSessionResourceSetupResponse
ULRRCMessageTransfer
Measurement Report
HandoverRequired
HandoverRequest
UEContextSetupRequest, RRC Reconfiguration
UEContextSetupResponse
HandoverRequestAcknowledge
HandoverCommand
UEContextModificationRequest
RRC Reconfiguration

v nR-CGI

v pLMNIdentity: eefl1e
Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (@1)

nRCellIdentity: ©xeee@3feeel
indexToRFSP: 1
v uEHistoryInformation: 1 item

v Item @

v LastVisitedCellItem
v lastVisitedCellInformation: nGRANCell (@)
Vv nGRANCell

19- Handover Request:

v globalCellID: nR-CGI (@)
v nR-CGI
v pLMNIdentity: @ef11e

Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (@1)
nRCellIdentity: ©x00003f4001

v cellType
cellSize: medium (2)



Fle Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help

L ) BB QResEFI Q a | &

[i [ ((udp.dstport>50000 & udp.dstport<51300 && tiemp)1|(nr_info.rach.numofpream > 0)](mac-nr.rar.rapid >0)) 8& (Ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

+

No. Time SourcE Destination Protocol Length  Info
6742 789.484040 10.170.38.253 10.170.38.200 SJ_NGAP 72 PDUSessi tup
6912 797.757340 10.170.38.253 10.170.38.200 SJ_F1AP 9@ ULRRCMessageTransfer
6913 797.758583 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
6915 797.764919 10.170.38.253 10.170.38.200 SJ_NGAP 470 HandoverRequired
6917 797.769937 10.170.38.252 10.170.38.200 SJ_NGAP 611 HandoverRequest
6920 797.779116 10.170.38.252 10.170.38.200 SJ_F1AP 499 UEContextSetupRequest, RRC Reconfiguration
6921 797.785496 10.170.38.252 10.176.38.200 SJ_F1AP 471 UEContextSetupResponse
6922 797.794684 10.176.38.252 16.170.38.200 SJ_NGAP 503 HandoverRequestAcknowledge
6923 797.797696 10.170.38.253 16.176.38.200 SJ_NGAP 587 HandoverCommand
6924 797.800339 10.170.38.253 10.170.38.200 SJ_F1AP 492 UEContextModificationRequest
6925 797.800339 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 448 RRC Reconfiguration

v pLMNIdentity: eefile
Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (61)
aMFRegionID: @1 [bit length 8, 0060 0001 decimal value 1]
aMFSetID: 0040 [bit length 10, 6 LSB pad bits, 0000 €000 ©1.. .... decimal value 1]
aMFPointer: ©4 [bit length 6, 2 LSB pad bits, 0006 ©1.. decimal value 1]
v Item 10: id-MobilityRestrictionlist
v ProtocollE-Field
id: id-MobilityRestrictionList (36)
criticality: ignore (1)
v value
v MobilityRestrictionList
v servingPLMN: eef11e
Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (1)
v rATRestrictions: 1 item
v Item @
v RATRestrictions-Item

20- Handover Request Acknowledgement:
File  Edit View Go  Capture Analyze  Statistics  Telephony  Wireless  Tools  Help
AN i@ PN RBAResEFeS=Elaqan

—-

' | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) SIG
No. Time SourcE Destination Protocol Length  Info
6742 789.484040 10.170.38.253 10.170.38.200 SJ_NGAP 72 PDUSessionResourceSetupResponse
6912 797.757340 10.170.38.253 10.170.38.200 SJ_F1AP 90 ULRRCMessageTransfer
6913 797.758583 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
6915 797.764919 10.170.38.253 10.170.38.200 SJ_NGAP 470 HandoverRequired
6917 797.769937 10.170.38.252 10.170.38.200 SJ_NGAP 611 HandoverRequest
6920 797.779116 10.170.38.252 10.170.38.200 SJ_F1AP 499 UEContextSetupRequest, RRC Reconfiguration
6921 797.785496 10.170.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse
6922 797.794684 16.176.38.252 10.170.38.200 SJ_NGAP 503 HandoverRequestAcknowledge I
6923 797.797696 10.170.38.253 10.170.38.200 SJ_NGAP 507 HandoverCommand I
6924 797.800339 10.170.38.253 10.170.38.200 SJ_F1AP 492 UEContextModificationRequest
6925 797.800339 16.176.38.253 10.170.38.200 S$J_NrRrcD1Dcch 448 RRC Reconfiguration
<
v value

RAN-UE-NGAP-ID: 25
v TItem 2: id-PDUSessionResourceAdmittedList
v ProtocollE-Field
id: id-PDUSessionResourceAdmittedList (53)
criticality: ignore (1)
v value
v PDUSessionResourceAdmittedList: 1 item
v Item @
v PDUSessionResourceAdmittedItem
pDUSessionID: 1
v handoverRequestAcknowledgeTransfer: 2007c00aaa26fce0ee001f140004
v HandoverRequestAcknowledgeTransfer
~ dL-NGU-UP-TNLInformation: gTPTunnel (@)
v gTPTunnel

v transportlayerAddress: @aaa26fc [bit length 32, 0600 1010 1610 1010 0016 110 1111 1100 decimal value 178923260]

TransportlLayerAddress (IPv4): 10.170.38.252
gTP-TEID: 0@@0801f
v securityResult

21- Handover Command:



File  Edit View Go  Capture  Analyze  Statistics  Telephony  Wireless  Tools  Help

AW 2 ® REI] &» QQqa¥E

[ ] | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |+ s«
No. Time SourcE Destination Protocol Length  Info
6917 797.769937 10.176.38.252 10.170.38.200 SJ_NGAP 611 HandoverRequest
6920 797.779116 10.170.38.252 10.170.38.200 SJI_F1AP 499 UEContextSetupRequest, RRC Reconfiguration
6921 797.785496 10.170.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse
6922 797.794684 10.170.38.252 10.170.38.200 SJ_NGAP 583 HandoverRequestAcknowledge
6923 797.797696 10.170.38.253 10.170.38.200 SJ_NGAP 507 HandoverCommand
6924 797.800339 10.170.38.253 10.170.38.200 SJ_F1AP 492 UEContextModificationRequest
6925 797.808339 10.176.38.253 10.170.38.200 SJ_NrRrcD1Dcch 448 RRC Reconfiguration
6926 797.801604 10.170.38.253 10.170.38.200 SJ_F1AP 62 UEContextModificationResponse
6927 797.801605 10.170.38.253 10.170.38.200 SJ_NGAP 76 UplinkRANStatusTransfer L
6928 797.804098 10.170.38.252 10.170.38.200 SJ_NGAP 76 DownlinkRANStatusTransfer
6929 797.957754 10.170.38.252 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
Cell: o
v NG Application Protocol
v~ NGAP-PDU: successfulOutcome (1)
v successfulOutcome
pr dureCode: id-t Preparation (12)
criticality: reject (@)
v value
Vv HandoverCommand
v protocollEs: 5 items
~ Item @: id-AMF-UE-NGAP-ID
~ ProtocolIE-Field
id: id-AMF-UE-NGAP-ID (10)
criticality: reject (0)
v value
AMF-UE-NGAP-ID: 3256
~ Item 1: id-RAN-UE-NGAP-ID
~ ProtocolIE-Field
id: id-RAN-UE-NGAP-ID (85)
criticality: reject (@)
22- Handover Notify:
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
NN Bl QeasEGF SIS e e Q¥
[' | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + s
No. Time SourcE Destination Protocol Length  Info
6926 797.801604 10.170.38.253 10.170.38.200 SJ_F1AP 62 UEContextModificationResponse
6927 797.801605 10.170.38.253 10.170.38.200 SJ_NGAP 76 UplinkRANStatusTransfer
6928 797.804098 10.176.38.252 10.170.38.200 SJ_NGAP 76 DownlinkRANStatusTransfer
6929 797.957754 10.170.38.252 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
6930 797.957763 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 6@ RRC Reconfiguration Complete
6931 797.960345 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 88 RRC Reconfiguration
6932 797.961635 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 6@ UE Capability Enquiry
6933 797.962960 10.170.38.252 10.170.38.200 SJ_F1AP 129 DLRRCMessageTransfer
6934 797.964287 10.176.38.252 10.170.38.200 SJI_F1AP 97 DLRRCMessageTransfer
6935 797.964288 10.170.38.252 10.170.38.200 SJ_NGAP 81 {HandoverNotify |
6936 797.968007 10.170.38.253 10.170.38.200 SJ_NGAP 64 UEContextReleaseCommand
Cell: @

v NG Application Protocol
~ NGAP-PDU: initiatingMessage (©)
v initiatingMessage
procedureCode: id-HandoverNotification (11)
criticality: ignore (1)
v value
v HandoverNotify
v protocollEs: 3 items
~ TItem ©: id-AMF-UE-NGAP-ID
v ProtocolIE-Field
id: id-AMF-UE-NGAP-ID (18)
criticality: reject (@)
v value
AMF-UE-NGAP-ID: 3257
~ TItem 1: id-RAN-UE-NGAP-ID
~v ProtocolIE-Field
id: id-RAN-UE-NGAP-ID (85)
criticality: reject (@)

Ng Inter-Frequency Handover (M4370):

1- Inter-Frequency Handover from PCI 71 (10.170.38.253) to PCI 31 (10.170.38.252):



2- Connect the laptop to the main Network using the Router and switch in order to monitor traffic
& signaling for both of the GNB above using Wireshark
3- Verify the IP Address of laptop (connected to CPE) by using ipconfig below:

"] Command Prompt

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . :

Link-local IPv6 Address : fe80::2d90:4b52:6801:2172%6
IPv4 Address : 10.170.38.200

Subnet Mask 1 255.255.255.8

Default Gateway : 10.170.38.1

4- Start a continuous ping from the laptop connected to the CPE, to make sure the connected
Mode stays on (needed for HO):

Command Prompt

C:\Users\Nayyer>ping 1.1.1.1 -t

Pinging 1.1.1.1 with 32 bytes of data:

Reply from .1: bytes=32 time=7ms TTL=56
Reply from bytes=32 time=7ms TTL=56
Reply from bytes=32 time=8ms TTL=56
Reply from bytes=32 time=8ms TTL=56
Reply from bytes=32 time=7ms TTL=56
Reply from bytes=32 time=8ms TTL=56
Reply from bytes=32 time=7ms TTL=56
Reply from bytes=32 time=8ms TTL=56
Reply from bytes=32 time=8ms TTL=56
Reply from bytes=32 time=7ms TTL=56

e I = T S S gy Sy Wy By
e T T = T Sy S gy By Wy Sy B
e T T = T Sy S gy By Wy Sy B

N =y

5- While making sure the “Frequency for Target Cell is updated with the correct ARFCN, Absolute
SSB, and NR Band, Build the NR Cell Relation (from Source to Target GNB below):



« C A Not secure | 10.170.38.253 £ o A w i 5=

611 % Nayyer (@ English
WIRELESS

Search ¥) 4 Home | Config » @ X =
» Config / Neigh Cell / NRCell / List NRCell(LST NRCell)

)
B

A Home
Celllndex = 1
CID = 4128769
G I P: t
* eneral Parameilers PhyCellD = 31
PLMNID = 00101f
[ Dpevice NbrGnbldLength = 22
NRCarrierARFCN = 643334
SSBFrequency = 642624
A wam SSBSubcarrierSpacing = kHz30
TAC=1
0 Performance Qoffset(dB) = -6
QRxLevMinOffsetCell = 3
0QualMinOffsetCell = 5
& config Clo@s) = 0

Status = valid neighbor cell

& Negh Station Blacklisted = off

— Neigh Cell RsType = ssb
NoRemoveEnable = prohibit deleting the cell
= NRCell NoHOEnable = allow handover to the cell

Add NRCell NoXnEnable = prohibit to establish Xn connection to the cell
CIOSSBSINR(dB) = 0x00000FFF

Modify NRCell CIOSSBRSRP(dB) = 0

2 List NRCell CIOSSBRSRQ(dB) = 0x00000FFF

CIOCSISINR(dB) = 0X00000FFF

Delete NRCell CIOCSIRSRP(dB) = 0x00000FFF

LST NRCell;; 4 Send || & Clear
+ LTECell
& Select All >_Execute [#21Copy Message| [ Clear Output]

+ Mobility
Cellindex
+ Service o
O cip
+ RRU

6- Verify the Cell Information on the Target GNB (PCl 31):

& C A Notsecure | 1017038252 L a A w O = %
Nayyer English
BTI &
WIRELESS
Search ) 4 Home General Parameters Debug Config » = k=1
» General Parameters / Cell Management / List CellConfig(LST CellConfig)
A Home
Cellindex = 1
YW General Parameters CellldWithinGnb = 1
PhyCellID = 31
+ AMF NRARFCNUL = 643334
NRARFCNDL = 643334
+ gNodeB Identification FreqBandlndicator = n78:620000-653333
UlLayers = 0
+ Network UlAntennas = 4
= ol Management Duayers =0
Add CellConfig PdschMcsTable = gam64
PuschMcsTable = qam64
Moctly CellGonfia ULBandwidth(M) = 40M
Modify ActiveCellNumber Abmlm;;;;:‘;;';c_y?s =042624
List ActiveCellNumber PSCHPowerOffset = db0
Modify Cell SubframeAssignment T T o
List Cell SubframeAssignment I
Modify MaxTxPower o
st Ma T XRower [LST CeliConfig: ) [ clear|

+ Cell TAC  Select Al >_Execute [@1Copy Message| [ Clear Output

7- Confirm that A5 is turned ON from the Target GNB:
Most important parameter to configure in an Inter-Frequency Handover is the A5 Thresh-hold
value, in addition to the A2
For a successful Inter-Frequency HO to happen and A5 Event:
Serving Cell should become worse than threshold1
Neighbor Target Cell should become better than threshold2
A5 has 2 Threhholds that need to be configured as seen in below screenshot:
A5 Thd.1: defined signal threshold for serving cell. (96 dB which is -60 dBm)



A5 Thd.2: defined signal threshold for neighbor cell. (56 dB which is -100 dBm)

&« C A Notsecure | 10.170.38.253 L a A O = R

Search ) | « Home Config

» Config / Mobility / ASMeasureCtri / List ASMeasureCtri(LST ASMeasureCtrl)
A Home
CIOCSIRSRP(dB) = 0X00000FFF
CIOCSIRSRQ(dB) = 0x00000FFF
* General Parameters
(Number of results = 1)
|:| Device
‘ Alarm
LST ASMeasureCtrl:;
Q@ Performance +++ BBU  2024-02-11 14:39:30
O&M #5
£ Config %%LST ASMeasureCtrl ;%%
RETCODE=0 The command was executed successfully.
+ Neigh Station List ASMeasureCtrl
+ Neigh Cell Cellindex AS5MeasureCtrlindex Enable A5Threshold1RSRP(dB) A5Threshold1RSRQ(0.5dB) A5Threshold1SINR A5Threshold2RSRP(dB) A5Threshold2RSRQ(0.5dB) A5Threshold2SINR Hysteres:
on 96 12 43 56 12 1 1 time 240ms 128ms
= Mobiity 1 2 off 22 12 43 22 12 43 16 6 3 1 time 240ms 128ms
(Number of results = 2)

+ S| Parameters
+ MeasureCtrl

+ A1MeasureCtrl

+ A2MeasureCtrl

[LST AsMeasureCtit;
& Select All >_Execute

=) Callindex
O ASMeasureCtiindex

+ A3MeasureCtrl

[#1Copy Message | [# Ciear Output|

+ AdMeasureCtrl

= A5MeasureCtrl
Add ASMeasureCtrl
Modify A5SMeasureCtrl

(> List ASMeasureCtri

Delete ASMeasureGtrl

8- Verify A2 is Turned ON from Source GNB (Verify Threshhold values):

« O A Notsecure | 10.17038.253 L a A % m = % -
s Nayver e English
(BT
Search 9 | ¢ Home  Config » =X =
» Config / Mobility / A2M Ctrl / List A2M (ST A2ZM: cirl)
A Home
Cellindex ASMeasureCtriindex Enable A5ThresholdIRSRP(dB) ASThreshold1RSRQ(0.5dB) ASThresholdISINR ASThreshold?RSRP(dB) A5Threshold2RSRQ(0.5dB) A5Threshold2SINR Hysteres:
 Goneral P } on 96 12 43 6 1 time 240ms 128ms
ala S 1 2 off 22 12 13 22 12 43 16 6 3 1 time 240ms 128ms
(Number of results = 2)
|:| Device
‘ Alarm
LST A2MeasureCtrl:;
Q@ Performance +++ BBU  2024-02-11 14:41:28
0/M  #6
23 Config 9%%LST A2MeasureCtrl:;5%%
RETCODE=0 The command was executed successfully.
+ Neigh Station List A2MeasureCtrl
+ Neigh Cell Cellindex A2MeasureCtrlindex Enable A2Th dB) A2Thr Q(0.5dB) A2T! INR Hysteresis(0.5dB) MaxReportCells MeasurePurpose ReportAmount(time) Reportint:
1 1 on 90 0 0 2 1 1 1 time 240ms 320ms ssb  off ISIp Event de
= Mobilty 1 2 off 35 0 0 2 1 2 1 time 240ms 320ms ssb  off rstp Event de|
(Number of results = 2)

+ Sl Parameters

+ MeasureCtrl

- END
+ AtMeasureCtr
- A2M i
[LSTA2Measurecm :
Add A2M Ctrl

Modity A2MeasureCtl [@Selectall]  [>_Execute] [#1Copy Message] [ Clear Output |
O Cellindex

Delete A2MeasureCtrl O A2MeasureCtriindex

Add PimnidA2

9- Confirm that A1 and A3 are both Turned OFF:



& G A Notsecure | 10170.38.253 e a A v O = AT
Nayyer (@ English
) I P
Search ) ¢ Home Config =
‘ Alarm » Config / Mobility / A1MeasureCtrl / List ATMeasureCtri(LST A1MeasureCtrl)
Celllndex A2MeasureCtrlindex Enable A2Th dB) A2Thr Q(0.5dB) A2Thr H .5dB) tCells MeasurePurpose ReportAmount(time) ReportInt«
o Performance on 90 [ [ 2 1 1 1 time 240ms 320ms ssb  off TSIp Event de
1 2 off 35 0 0 2 1 2 1 time 240ms 320ms ssb  off TSTp Event de]
(Number of results = 2)
o Config
+ Neigh Station . END
+ Neigh Cell
LST AlMeasureCtrl:;
= Mobility +++ BBU 2024-02-11 14:43:20
0&M  #7
+35 Raramieters S96LST AlMeasureCtrl: 5%
R RETCODE=0 The command was executed successfully.
List AlMeasureCtrl
= A1MeasureCtrl -
Add AMeasureCtrl Cellindex AlMeasureCtrlindex Enable Al1Th dB) A1Thr Q(0.5dB) A1Thr H .5dB) tCells MeasurePurpose ReportAmount(time) Repor
1 1 off 60 12 43 16 6 1 1 time 240ms 512ms ssb  on NULL el
Modify A1MeasureCtrl 1 2 off 50 42 43 16 6 2 1 time 240ms 128ms ssb  on NULL TS
> List A1MeasureCrl (Number of results = 2)
Delete A1MeasureCtrl
Add PimnidA1 - ED
Modify PimnidA1
List PimnidA1 [LST A1MeasureCtri:;
Delete PimnidA1 & SelectAll >_Execute [@1Copy Message | [ Ciear output]
& G A Notsecure | 1017038253 Loa A K M = K -
& Nayver (@ English
BTle.css
Search ) | 4 Home Config =
‘ Alarm » Config / Mobility / A3MeasureCtrl / List A3MeasureCtr(LST A3MeasureCtrl)
Cellindex AlMeasureCtrlindex Enable A1Thr AlTI Q(0.5dB) A1Thr Hysteresis(0.5dB) tCells pose Repor Repor
@ Performance 1 1 off 60 12 43 16 6 1 time 240ms 512ms ssb  on NULL I
1 2 off 50 42 43 16 6 1 time 240ms 128ms ssb  on NULL i
(Number of results = 2)
a Config
+ Neigh Station END
+ Neigh Cell
LST A3MeasureCtrl;
= Mobility +++ BBU 2024-02-11 14:43:59
O&M #8
+ SI Parameters 2%LST A3MeasureCtrl:;%%
4+ MeasureCtrl RETCODE=0 The command was executed successfully.
List A3MeasureCtrl
+ AlMeasureCtrl a3 s
Cellindex A3MeasureCtriindex Enable A30ffsetRSRP(0.5dB) A30ffsetRSRQ(0.5dB) A3Of! 5dB) 5dB) tCells MeasurePurpose ReportAmount(time) Reportinter
+ A2MeasureCtr 1 1 off 2 0 0 2 4 1 1 time 240ms 320ms off ssb on TsIp
— A3MeasureCtrl 3 2 off 22 -12 -15 16 6 2 1 time 240ms 128ms off ssb  on TSIp
(Number of results = 2)
Add A3MeasureCtrl
Modify A3MeasureCtrl
List A3MeasureCtri
Delete A3MeasureCtrl
LST A3M: Ctrl:
Add PmnidA3 { sl
& Select. 21 Copy Message A Clear Output
— \ o |
List PImnidA3 (]} Cellindex
Delete PImnidA3 O A3MeasureCtrlindex

10- SSB Carrier List with correct values:



A Notsecure | 10.17038.253 L2 e A w o o=

Search )| ¢ Home | Config

5 5
+ AMEsSECH » Config / Mobility / SSBCarrier / List SSBCarrier(LST SSBCarrier)

+ AdMeasureCtrl Cenlndes -
SSBCarrierIndex = 1
+ A5MeasureCtrl SSBFreq = 642624
FregBandIndicatorNR = 78
+ B1MeasureCtr SSBSubcarrierSpacing = kHz30

RefFreqCSIRs = NULL
SSBQOffsetRsrp(dB) = 0
+ IdleModeCommon SSBQOffsetRsrq(dB) = 0X00000FFF

SSBQOffsetSinr(dB) = 0x00000FFF
+ IntraFreq CsirsQOffsetRsrp(dB) = 0
CsirsQOffsetRsrq(dB) = 0x00000FFF

+ B2MeasureCtrl

& Comer CsirsQOffsetSinr(dB) = 0x00000FFF

+ EUTRA QuantityConfigIndex = 1
SSBToMeasureSsbPosition = NULL

+ InactiveMode SSBToMeasureBitLength = NULL
DeriveSSBIndexFromCell = on

+ MobiltyNRTimer SSBThresholdRSRP(dB) = 0X00000FFF

SSBThresholdRSRQ(0.5dB) = 0xO0000FFF
SSBThresholdSINR = NULL

+ PeriodMeasCtrl

+ MeasureCtrlintraFreq NrofSSBlocksToAverage = 0X00000FFF
CSIRSThresholdRSRP(dB) = NULL
= SSBCarrier CSIRSThresholdRSRQ(0.5dB) = NULL
Add SSBCarrier CSIRSThresholdSINR = NULL
NrofCSIRsResourcesToAverage = NULL
Modify SSBCarrier [LST SSBCarier
Gl s iCone & Select All >_Execute [@1Copy Message| [ Ciear Output
Delete SSBCarrier
Add SSBCarrierPLMN O Sefindex
0O SSBCarrierindex

Modify SSBCarrierPLMN

11- Below is the screenshot of the Successful Handover, along with the Wireshark Log Attached:
M Ethernet 2 = (a) X
File Edit View Go Capture Analyze  Statistics  Telephony  Wireless Tools  Help

AM @ =RNRE Qe EFE S S aaar

[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + s
SourcE Destination Protocol Length  Info

.833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer

.834888 10.170.38.253 10.170.38.200 SJI_NrRrcUlDcch 6@ Measurement Report

.841404 10.170.38.253 16.170.38.200 SJ_NGAP 469 HandoverRequired

844958 10.170.38.252 10.170.38.200 SJ_NGAP 610 HandoverRequest

.854648 10.170.38.252 10.170.38.200 SJ_F1AP 498 UEContextSetupRequest, RRC Reconfiguration

864828 10.170.38.252 10.170.38.200 SJ_F1AP 478 UEContextSetupResponse

872478 10.170,.38.252 10.170.38.200 SJ_NGAP 503 HandoverRequestAcknowledge

875949 10.170.38.253 10.170.38.200 SJ_NGAP 587 iHandoverCommand

878525 10.170.38.253 10.170.38.200 SJ_F1AP 491 UEContextModificationRequest

878526 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 448 RRC Reconfiguration

879750 10.170.38.253 10.170.38.200 SJ_F1AP 61 UEContextModificationResponse

.879751 10.170.38.253 10.170.38.200 SJ_NGAP 76 UplinkRANStatusTransfer

.881517 10.170.38.252 10.170.38.200 SJ_NGAP 76 DownlinkRANStatusTransfer

.954300 10.170.38.252 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer

.954301 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete

955631 10.170.38.252 10.170.38.200 $J_NrRrcD1Dcch 75 RRC Reconfiguration

.958159 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 60 UE Capability Enquiry

.959522 10.170.38.252 10.170.38.200 SJ_F1AP 115 DLRRCMessageTransfer

960780 10.170.38.252 10.170.38.200 SJ_F1AP 96 DLRRCMessageTransfer

.960781 10.170.38.252 10.170.38.200 SJ_NGAP 81 HandoverNotify

.963223 10.170.38.253 10.170.38.200 SJ_NGAP 64 UEContextReleaseCommand

968406 10.170.38.253 10.170.38.200 SJ_NGAP 88 UEContextReleaseComplete

968408 10.170.38.253 10.170.38.200 SJ_F1AP 66 UEContextReleaseCommand

.969526 10.170.38.253 10.170.38.200 SJ_F1AP 61 UEContextReleaseComplete —

.979801 10.170.38.252 16.176.38.200 SJ_F1AP 79 ULRRCMessageTransfer I

1979802 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete

v ProtocollE-Field
id: id-AMF-UE-NGAP-ID (10) 1
criticality: reject (@)

12- Measurement Report (Measure ID 1):



File  Edit View Go  Capture  Analyze  Statistics  Telephony — Wireless Tools  Help
A W ® BERE QRe=>=F 8 = @ Q QI

[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |+ s
SourcE Destination Protocol Length  Info
624327 10.170.38.253 10.170.38.200 SJ_F1AP 85 ULRRCMessageTransfer
625579 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 608 Measurement Report
626876 10.170.38.253 10.170.38.200 SJ_F1AP 80 UEContextModificationRequest
628087 10.170.38.253 10.170.38.200 SJ_F1AP 76 UEContextModificationResponse
629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 118 RRC Reconfiguration
644451 10.1760.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete L
644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer
cacoan 14 174 20 aca 16 172 20 26a e cano L DD AN S soedD e
Length: 16
Checksum: @x617b [unverified]
[Checksum Status: Unverified]
[Stream index: 21]
v [Timestamps]
[Time since first frame: 242.190854000 seconds]
[Time since previous frame: ©.360522000 seconds]
v CpCellApp
Cell: @
~ NR Radio Resource Control (RRC) protocol
v UL-DCCH-Message
v message: ¢l (@)
v cl: measurementReport (@)
v measurementReport
v criticalExtensions: measurementReport (©)
v measurementReport
v measResults
measId: 1
v measResultServingMOList: 1 item
v Item @
> MeasResultServMO
13- Measurement Report (Measure ID 2) — Just before HO Required message:
M “Ethernet 2 (=] X
File Edit View Go Capture Analyze Statistics  Telephony — Wireless Tools  Help
AEJOERREI] o= = @ q T
[' | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)]|(nr_info.rach.numofpream > 0)]|(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |+ si6

SourcE Destination Protocol Length  Info
629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
+ 629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1lDcch 11@ RRC Reconfiguration
644451 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
. 644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer
645811 10.170.38.253 10.170.38.200 SJ_F1AP 75 RRCDeliveryReport
833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer
834888 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
. 841404 10.170.38.253 10.170.38.200 SJ_NGAP 469 HandoverRequired
oanace 16 175 20 aco 14 174 20 1aa c1 mean CABI LI st D et

v NR Radio Resource Control (RRC) protocol
v UL-DCCH-Message
v message: cl (@)
v cl: measurementReport ()
v measurementReport
v criticalExtensions: measurementReport (©)
v measurementReport
v measResults
measId: 2
measResultServingMOList: 1 item
~ Item @
> MeasResultServMO
measResultNeighCells: measResultListNR (@)
~ measResultListNR: 1 item
v Item @
v MeasResultNR
physCellld: 31
v measResult
v cellResults
v resultsSSB-Cell
rsrp: -89dBm <= SS-RSRP < -88dBm (68)

<

E %

14- RRC ReConfig Message - Measurement ID 1 linked with A2 Threshold:



M Successful_Inter-Frequency-HO.pcapng = (=] X
File  Edit View Go  Capture Analyze Statistics Telephony  Wireless Tools  Help

dm i@ =R Les=EFoE[Elaaarn
[i | ((udp.dstport>50000 &8 udp.dstport<51300 && ficmp)||(nr_info.rach.numofpream > 0||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + o
SourcE Destination Protocol Length  Info
625579 10.176.38.253 10.170.38.200 SJ_NrRrcUlDcch 6@ Measurement Report
626876 10.170.38.253 10.170.38.200 SJ_F1AP 8@ UEContextModificationRequest
628087 10.170.38.253 10.170.38.200 SJ_F1AP 76 UEContextModificationResponse
1629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
1629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 11@ RRC Reconfiguration
. 644451 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer
1645811 10.170.38.253 10.170.38.200 SJ_F1AP 75 RRCDeliveryReport —
833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer
v MeasObjectToAddMod
measObjectId: 1
v measObject: measObjectNR (@)
v measObjectNR
ssbFrequency: 637344
ssbSubcarrierSpacing: kHz3e (1)
v smtcl
v periodicityAndOffset: sf28 (2)
sf2e: @
duration: sf1i (@)
v smtc2
periodicity: sfie (1)
refFreqCSI-RS: 636728
v referenceSignalConfig
v ssb-ConfigMobility
1... .... deriveSSB-IndexFromCell: True
nrofSS-BlocksToAverage: 2
quantityConfigIndex: 1
offsetMO
M Successful_Inter-Frequency-HO.pcapng - o X
File  Edit View Go  Capture Analyze  Statistics  Telephony — Wireless Tools  Help
amze RE QeasEg $ = Qe aif
[i | ((udp.dstport>50000 &8& udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + o
SourcE Destination Protacol Length  Info
.625579 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
626876 10.176.38.253 10.170.38.200 SJ_F1AP 80 UEContextModificationRequest
628087 10.170.38.253 10.170.38.200 SJ_F1AP 76 UEContextModificationResponse
1629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
1629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 110 RRC Reconfiguration
644451 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer
645811 10.170.38.253 10.170.38.200 SJ_F1AP 75 RRCDeliveryReport —
833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer
v Item @

v ReportConfigToAddMod
reportConfigld: 1
v reportConfig: reportConfighR (@)
v reportConfighR
v reportType: eventTriggered (1)
v eventTriggered
v eventId: eventA2 (1)
v eventA2
v a2-Threshold: rsrp (@)
rsrp: -67dBm <= SS-RSRP < -66dBm (90)
B ..0. reportOnLeave: False
hysteresis: 1dB (2)
timeToTrigger: ms320 (8)
rsType: ssb (@)
reportInterval: ms240 (1)
reportAmount: rl (@)
v reportQuantityCell
Lo v wmim TSP ThUS
.@.. .... rsrq: False

a <inr: Falea

15- RRC Reconfig Message - Measurement ID 2 linked with A5 Threshold:



M Successful_Inter-Frequency-HO.pcapng o X
File Edit View Go Capture Analyze Statistics Telephony ~ Wireless Tools  Help
Am i@ BRRes=7 e == aaal
[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)|[(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v|+ si6
SourcE Destination Protocol Length  Info
.625579 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
1626876 10.170.38.253 10.170.38.200 SJ_F1AP 8@ UEContextModificationRequest
628087 10.170.38.253 10.170.38.200 SJ_F1AP 76 UEContextModificationResponse
1629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
1629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 110 RRC Reconfiguration
644451 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer I
1645811 10.170.38.253 10.170.38.200 SJ_F1AP 75 RRCDeliveryReport —
833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer
v MeasObjectToAddMod
measObjectId: 2
v measObject: measObjectNR (@)
v measObjectNR
ssbFrequency: 642624
ssbSubcarrierSpacing: kHz3@ (1)
v smtcl
v periodicityAndOffset: sf2@ (2)
sf2e: @
duration: sf1 (@)
v referenceSignalConfig
v ssb-ConfigMobility
. 1... deriveSSB-IndexFromCell: True
nrofss-BlocksToAverage: 2
quantityConfigIndex: 1
offsetMo
v cellsToAddModList: 1 item
v Item @
v CellsToAddMod
physCellld: 31
PURTE SUENEFIN Y
M Successful Inter-Frequency-HO.pcapng o X
File  Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
AN @ =FRE Qe2EF S Q e & &
[i | ((udp.dstport>50000 && udp.dstport<51300 & licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) SIG
SourcE Destination Protocol Length  Info
.625579 Time (format as specified) 10.170.38.200 SJ_NrRrcUlDech 60 Measurement Report
626876 13—1737337233——————J 10.176.38.200 SJ_F1AP 80 UEContextModificationRequest
628087 10.170.38.253 10.170.38.200 SJ_F1AP 76 UEContextModificationResponse
629268 10.170.38.253 10.170.38.200 SJ_F1AP 150 DLRRCMessageTransfer
629269 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 11@ RRC Reconfiguration
644451 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
644452 10.170.38.253 10.170.38.200 SJ_F1AP 79 ULRRCMessageTransfer I
645811 10.170.38.253 10.170.38.200 SJ_F1AP 75 RRCDeliveryReport —
833617 10.170.38.253 10.170.38.200 SJ_F1AP 89 ULRRCMessageTransfer
v Item 1

v ReportConfigToAddMod
reportConfigld: 2
v reportConfig: reportConfigNR (@)
~ reportConfighR
v reportType: eventTriggered (1)
v eventTriggered
v eventId: eventA5 (4)
v eventA5
v a5-Thresholdl: rsrp (8)
rsrp: -61dBm <= SS-RSRP < -6©dBm (96)
v a5-Threshold2: rsrp (@)
rsrp: -101dBm <= SS-RSRP < -10@dBm (56)
..0. .... reportOnLeave: False
hysteresis: 8dB (16)
timeToTrigger: ms128 (5)
.. @... useWhiteCelllist: False
rsType: ssb (@)
reportInterval: ms24@ (1)
reportAmount: ri (@)
v~ _reportOuantitvCell




“The Xn Handovers”

Xn Handover (Inter-Frequency):

1- Most important message in an Xn Handover is the “Path Switch” request message, that refers to
the communication between the 2 GNodeBs directly during the Handover!

2- Xn Handover from PCl 71 (10.170.38.253) to PCI 31 (10.170.38.252):

3- Connect the laptop to the main Network using the Router and switch in order to monitor traffic
& signaling for both of the GNB above using Wireshark

4- Verify the IP Address of laptop (connected to CPE) by using ipconfig below:

"] Command Prompt

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::2d90:U4b52:6801:2172%6
IPvd Address. . . . . . . . . . . :10.170.38.200

Subnet Mask . 0 W 4 @ G v el s o 255.255:255.0

Default Gateway . . . . . . . . . : 10.170.38.1

5- Start a continuous ping from the laptop connected to the CPE, to make sure the connected
Mode stays on (needed for HO):



Command Prompt

C:\Users\Nayyer>ping 1.1.1.1 -t

Pinging 1.1.1.1 w1th 32 bytes of data:

Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from

e I = T S S gy Sy Wy By
|—i|—t|—i|—i|—i;—i|—i|—'-|—i|—t
N
|—i|—t|—i|—i|—i;—i|—i|—'-|—i|—t

&< O A Notsecure | 10.170.38.253

Search Home C General Parameters Debug

: bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

time=Tms
time=Tms
time=8ms
time=8ms
time=Tms
time=8ms
time=7ms
time=8ms
time=8ms
time=Tms

6- Verify the Local IP Address is properly configured in the Xn Parameters:

TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56

A K m

ke
N &
3

.

|[Send] [# Clear|

» Config / Neigh Station / Xn Parameters / List Xn(LST Xn)
A Home
MOD MaxTxPower:indexid_CellConfig=1,MaxTxPower=30;
+++ BBU 2024-02-16 12:07:51
* General Parameters 0&M  #17
%%MOD MaxTxPower:indexid_CellConfig=1,MaxTxPower=30;%%
D Device RETCODE=0 The command was executed successfully.
- END
‘ Alarm LST Xn
++ BBU 2024-02-16 12:11:03
O Performance 0&M #18
%6%LST Xn:;%%
£ Config RETCODE=0 The command was executed successfully.
List Xn
= Neigh Staton )
d NumXnMsgRetries = 3
= Xn Parameters LocalServerlp = 172.88.120.2
Modity Xn LocalPort = 38422
n (Number of results = 1)
+ Neigh Station Management
- END
+ Neigh Cell
+ Mobility [LSTX
n;
& Senvcy >_Execute | @Help | |#1Copy Message| [# Cear Output|

+ RRU



Configure the Xn Parameters listed under the Neighbor Station tab (while making sure the
Admin State is ON):

G A Notsecure | 10.17038.253 aQa A « M = B
BTI Nayyer
WIRELESS
Search D 4 Home Alarm General Parameters Debug

» =

A § » Config / Neigh Station / Neigh Station Management / List Neigh Station(LST NbrGnb)
ome

+++ BBU 2024-02-13 10:51:22

W General Parameters O&M  #46
96%LST NbrGnb::%%

RETCODE=0 The command was executed successfully.
[ pevice List Neigh Station
‘ Alarm Nodeld = 10

RemoteAddress = 10.170.38.252
RemotePort = 38422

@ Performance AdminState = on

State = off
£ config SCTPInstld = 1
LocGnbldLength = 22
— Neigh Station LocGnbld = NULL
SubnetMask = NULL
+ Xn Parameters LocalAddress = NULL

GNBIdLength = 22
= Neigh Station Management

/Add Neigh Station (Number of results = 1)
Modify Neigh Station

Delete Neigh Station

[}

List Neigh Station TAC [LST NbrGnb:;

|[«asend] [# Clear |
List Neigh Station PLMN & Select All >_Execute Steb | [@1Copy Message | [# Ciear Output




8- Successful Inter-Frequency Xn Handover:

M “Ethernet 2
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

AE 105N REQenEFEZ|=Eaaal

[' | ((udp.dstport>50000 && udp.dstport<51300 && licmp)]|(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

Info

RRC Reconfiguration Complete
ULRRCMessageTransfer
Measurement Report
HandoverRequest
ULRRCMessageTransfer
Measurement Report
HandoverRequest
UEContextSetupRequest, RRC Reconfiguration
UEContextSetupResponse
HandoverRequestAcknowledge
HandoverRequestAcknowledge
RRC Reconfiguration
UEContextModificationRequest
SNStatusTransfer
UEContextModificationResponse
SNStatusTransfer
ULRRCMessageTransfer

RRC Reconfiguration Complete
RRC Reconfiguration
DLRRCMessageTransfer

UE Capability Enquiry
DLRRCMessageTransfer
PathSwitchRequest
PathSwitchRequestAcknowledge
UEContextRelease

9- Measurement Report 1:

M successful XN-Handover.pcapng
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help

No. Time SourcE Destination Protocol Length
1350 59.410200 10.170.38.253 10.1760.38.200 SJ_NrRrcUlDcch 60
1355 59.638475 10.170.38.253 10.1760.38.200 SJ_F1AP 90
1356 59.638476 10.170.38.253 10.176.38.200 SJ_NrRrcUlDcch 60
1358 59.643727 10.170.38.253 10.1760.38.200 SJ_XnAP 568
1360 59.749666 10.170.38.253 10.1760.38.200 SJ_F1AP 86
1361 59.749668 10.170.38.253 10.1760.38.200 SJ_NrRrcUlDcch 60
1365 59.990735 10.170.38.252 10.1760.38.200 SJ_XnAP 568
1369 59.999813 10.176.38.252 16.176.38.200 SJ_F1AP 498
1370 60.007342 10.170.38.252 10.1760.38.200 SJ_F1AP 471
1371 6©.015239 10.170.38.252 10.1760.38.200 SJ_XnAP 511
1372 60.015784 10.170.38.253 10.170.38.200 SJ_XnAP 511
1373 6©.018393 10.170.38.253 10.1760.38.200 SJ_NrRrcD1Dcch 448
1374 60.019690 10.170.38.253 10.176.38.200 SJ_F1AP 492
1375 60.021008 10.170.38.253 10.1760.38.200 SJ_XnAP 76
1376 60©.021009 10.170.38.253 10.1760.38.200 SJ_F1AP 62
1377 60.021595 10.170.38.252 10.170.38.200 SJ_XnAP 76
1380 60©.098536 10.170.38.252 10.1760.38.200 SJ_F1AP 80
1381 66.098537 10.176.38.252 16.176.38.200 $J_NrRrcUlDcch 60
1382 60©.101090 10.170.38.252 10.1760.38.200 SJ_NrRrcD1Dcch 75
1383 60.103674 10.170.38.252 10.1760.38.200 SJ_F1AP 116
1384 60.103674 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 60
1385 60.104977 10.170.38.252 10.1760.38.200 SJ_F1AP 97
1386 60.104977 10.170.38.252 10.1760.38.200 SJ_NGAP 114
1388 60.107688 10.170.38.252 10.1760.38.200 SJ_NGAP 141
1389 60©.109056 10.170.38.252 10.170.38.200 SJ_XnAP 61

D EEEEEEEEEEEEEEEEEEEEEEEEE———————————————————————————————————————————

> Frame 905: 105 bytes on wire (84@ bits), 105 bytes captured (840 bits) on interface \Device\NPF_{39965B36-7FQA-4B21-A86C-13DA77E80641}, id @

> Ethernet II, Src: SunwaveC_20:0f:35 (68:1d:64:20:0f:35), Dst: 50:91:e3:68:6d:04 (50:91:e3:68:6d:04)

> Internet Protocol Version 4, Src: 10.170.38.252, Dst: 10.170.38.200

> User Datagram Protocol, Src Port: 59374, Dst Port: 50190

SIG

Info
PDUSessionResourceSetupResponse
ULRRCMessageTransfer
Measurement Report
UEContextModificationRequest
UEContextModificationResponse
RRC Reconfiguration
DLRRCMessageTransfer
ULRRCMessageTransfer
RRCDeliveryReport

RRC Reconfiguration Complete
ULRRCMessageTransfer
Measurement Report

AW 4® REIQ & s =EaaaqxE

[ ] | ((udp.dstport>50000 && udp.dstport<51300 && ticmp) | (nr_info.rach.numofpream > 0)]|(mac-nr.rar.rapid >0)) 8 ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

No. Time SourcE Destination Protocol Length
1335 59.043935 10.170.38.253 10.170.38.200 SI_NGAP 84
1340 59.388998 10.170.38.253 10.170.38.200 SJ_F1AP 86
1341 59.388999 10.170.38.253 10.170.38.200 SJI_NrRrcUlDcch 60
1343 59.391578 10.170.38.253 10.170.38.200 SI_F1AP 81
1344 59.392877 10.170.38.253 10.170.38.200 SJ_F1AP 75,
1346 59.394206 10.170.38.253 10.170.38.200 SJI_NrRrcDIDcch 110
1347 59.395651 10.170.38.253 10.170.38.200 SI_F1AP 151
1348 59.408692 16.170.38.253 10.170.38.200 SJ_F1AP 8e
1349 59.410199 10.170.38.253 10.170.38.200 SI_F1AP 76
1350 59.410200 10.170.38.253 10.170.38.200 SJI_NrRrcUlDcch 60
1355 59.638475 10.176.38.253 10.170.38.200 SJ_F1AP 9e
1356 59.638476 10.170.38.253 10.170.38.200 SI_NrRrcUlDcch 60
1358 59.643727 10.170.38.253 10.170.38.200 SJI_XnAP 568

HandoverRequest

v measurementReport
v criticalExtensions: measurementReport (@)
v measurementReport
v measResults
measId: 1
v measResultServingMOList: 1 item
v Item @
v MeasResultServMO
servCellld: @
v measResultServingCell
physCellld: 71
v measResult
v cellResults
v resultsssB-Cell
rsrp: -81dBm <= SS-RSRP < -80dBm (76)
rsrq: -10.5dB <= SS-RSRQ < -10.0dB (66)

10- Measurement Report 2 (right before Handover Request):



M Successful XN-Handover.pcapng o X
File Edit View Go  Capture  Analyze Statistics Telephony ~ Wireless  Tools Help
L ) R @ Qe T8 = Q a | &
[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)] |(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v| 4+ si6
No. Time SourcE Destination Protocol Length  Info
I 1355 59.638475 10.170.38.253 10.1760.38.200 SJ_F1AP 9@ ULRRCMessageTransfer
| 1356 59.638476 16:170:38:958 16.170.38.200 SJ_NrRrcUlDcch 6@ Measurement Report
i 1358 59.643727 10.170.38.253 10.1760.38.200 SJ_XnAP 568 HandoverRequest I
I 1360 59.749666 10.170.38.253 10.170.38.200 SJ_F1AP 86 ULRRCMessageTransfer =
L 1361 59.749668 10.170.38.253 10.1760.38.200 SJ NrRrcUlDcch 60 Measurement Report
v message: cl (@) a
v cl: measurementReport (@)
v measurementReport
v criticalExtensions: measurementReport (©)
v measurementReport
v measResults
measId: 2
v measResultServingMOList: 1 item
v Item @
v MeasResultServMO
servCellld: @
v measResultServingCell
physCellld: 71
v measResult
v cellResults
v resultsSSB-Cell
rsrp: -81dBm <= SS-RSRP < -8@dBm (76)
rsrq: -10.5dB <= SS-RSRQ < -10.8dB (66)
v measResultNeighCells: measResultListNR (@)
v measResultListNR: 1 item
v Item @
v MeasResultNR
physCellld: 31
v measResult
v cellResults v
11- RRC-Reconfig Message Measure Object ID 1:
M successful XN-Handover.pcapng o X

File Edit View Go Capture Analyze Statisics Telephony  Wireless Tools  Help

A wm IS RE Qe EZEF I @ & & i

[ [] | (Cudp.dstport>50000 && udp.dstport<51300 && ficmp)|[(nr_info.rach.numofpream > 0)]|(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

+

SIC

No. Time SourcE Destination Protocol Length  Info
1341 59.388999 10.170.38.253 10.170.38.2060 S$J3_NrRrcUlDcch 60 Measurement Report
1343 59.391578 10.170.38.253 10.170.38.200 SJ_F1AP 81 UEContextModificationRequest
1344 59.392877 10.170.38.253 10.170.38.200 SJ_F1AP 77 UEContextModificationResponse
1346 59.394206 10.170.38.253 10.1760.38.200 SJ_NrRrcD1Dcch 110 RRC Reconfiguration
1347 59.395651 10.176.38.253 10.170.38.200 SJ_F1AP 151 DLRRCMessageTransfer
1348 59.408692 10.170.38.253 10.170.38.200 SJ_F1AP 8@ ULRRCMessageTransfer
1349 59.410199 10.170.38.253 10.170.38.200 SJ_F1AP 76 RRCDeliveryReport
1350 59.410200 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
1355 59.638475 10.170.38.253 10.170.38.200 SJ_F1AP 98 ULRRCMessageTransfer
1356 59.638476 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
1358 59.643727 10.170.38.253 10.170.38.200 SJ_XnAP 568 HandoverRequest

v MeasObjectToAddMod
measObjectId: 1
v measObject: measObjectNR (@)
v measObjectNR
ssbFrequency: 637344
ssbSubcarrierSpacing: kHz30 (1)
v smtel
v periodicityAndoffset: sf2e (2)
sf2e: @
duration: sfl (@)
v osmtc2
periodicity: sf1e (1)
refFreqCSI-RS: 636728
v preferenceSignalConfig
v ssb-ConfigMobility
1... .... deriveSSB-IndexFromCell: True
nrofSs-BlocksToAverage: 2
quantityConfigIndex: 1

12- Event A2 (related to Measure Object ID 1) in RRC-Reconfig Message:



M Successful XN-Handover.pcapng = (u] X
File  Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help

aA W3S RE QResEF I Qi
[i [ (cudp.dtport>50000 &8 udp.dstport<351300 && tiemp)l(_info.rach.umofpream > 0)l|(macenr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

- [
No. Time SourcE Destination Protocol Length  Info
I 1341 59.388999 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
I 1343 59.391578 10.170.38.253 10.170.38.200 SJ_F1AP 81 UEContextModificationRequest
I 1344 59.392877 10.170.38.253 10.170.38.200 SJ_F1AP 77 UEContextModificationResponse
| 1346 59.394206 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 118 RRC Reconfiguration
i 1347 59.395651 10.170.38.253 10.170.38.200 SJ_F1AP 151 DLRRCMessageTransfer ]
I 1348 59.408692 10.170.38.253 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
1 1240 ca a1a1aa 16 176 20 sca 18 176 20 200 c1 cano FE BDARATIvAmDAnAnE
v Item @
v ReportConfigToAddMod
reportConfigld: 1
v reportConfig: reportConfigNR (©)
v reportConfighR
v reportType: eventTriggered (1)
v eventTriggered
v eventId: eventA2 (1)
v eventA2
v a2-Threshold: rsrp (8)
rsrp: -67dBm <= SS-RSRP < -66dBm (9@)
..0. reportOnLeave: False
hysteresis: 1dB (2)
timeToTrigger: ms320 (8)
rsType: ssb (@)
reportInterval: ms240 (1)
reportAmount: rl (@)
v reportQuantityCell
T.e sees PSTPE True
.0.. . rsrq: False
s . sinr: False
maxReportCells: 1
..0. includeBeamMeasurements: False
13- RRC-Reconfig Message Measure Object ID 2:
M Successful XN-Handover.pcapng — (=] X
File  Edit View Go  Capture  Analyze  Statistics  Telephony — Wireless Tools  Help
A w3 ® RE QesEF S e Q@ E
[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |4+ su
No. Time SourcE Destination Protocol Length  Info
I 1341 59.388999 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
I 1343 59.391578 10.170.38.253 10.170.38.200 SJ_F1AP 81 UEContextModificationRequest
I 1344 59.392877 10.170.38.253 10.170.38.200 SJ_F1AP 77 UEContextModificationResponse
| 1346 59.394206 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 116 RRC Reconfiguration |
1 1347 59.395651 10.170.38.253 10.1760.38.200 SJ_F1AP 151 DLRRCMessageTransfer
v Item 1

v MeasObjectToAddMod
measObjectId: 2
v measObject: measObjectNR (©)
v measObjectNR
ssbFrequency: 642624
ssbSubcarrierSpacing: kHz3@ (1)
v smtcl
v periodicityAndOffset: sf20 (2)
sf20: @
duration: sf1l (@)
v referenceSignalConfig
v ssb-ConfigMobility
. 1... deriveSSB-IndexFromCell: True
nrofSS-BlocksToAverage: 2
quantityConfigIndex: 1
offsetMO
v~ cellsToAddModList: 1 item
v Item @
v CellsToAddMod
physCellId: 31
cellIndividualoffset
freqBandIndicatorNR-v1530: 78
measCycleSCell-v1530: sfl6@ (@)

14- Event A5 (related to Measure Object ID 2) in RRC-Reconfig Message:



M Successful XN-Handover.pcapng = o X
File Edit View Go Capture Analyze  Statistics  Telephony  Wireless Tools  Help

Adm 2@ BEIRe«=2=78 @ aaf

[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)| | (r_info.rach.numofpream > 0)| |(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

SI

No. Time SourcE Destination Protocol Length  Info
I 1344 59.392877 10.170.38.253 10.176.38.200 SJ_F1AP 77 UEContextModificationResponse
| 1346 59.394206 10.170.38.253 10.176.38.200 SJ_NrRrcDlDcch 11@ RRC Reconfiguration
I 1347 59.395651 10.170.38.253 10.176.38.200 SJ_F1AP 151 DLRRCMessageTransfer
I anan ma anncan an ama mn Arn an ama ma Ann Am raan An o mme - -
v Item 1

v ReportConfigToAddMod
reportConfigld: 2
v reportConfig: reportConfigNR ()
v reportConfighR
v reportType: eventTriggered (1)
v eventTriggered
v eventId: eventA5 (4)
v eventA5
v a5-Thresholdl: rsrp (©)
rsrp: -61dBm <= SS-RSRP < -6@dBm (96)
v a5-Threshold2: rsrp ()
rsrp: -101dBm <= SS-RSRP < -10@dBm (56)
..0. .... reportOnLeave: False
hysteresis: 8dB (16)
timeToTrigger: ms128 (5)
. @... uselWhiteCelllist: False
rsType: ssb (@)
reportInterval: ms24@ (1)
reportAmount: ri (@)
v reportQuantityCell
.. TEEN: Troe
..0. rsrq: False
...0 sinr: False
maxReportCells: 6
...1 .... includeBeamMeasurements: True

15- Handover Request:

M Successful XN-Handover.pcapng = o
File  Edit View Go Capture  Analyze  Statistics  Telephony  Wireless Tools  Help
Adm 2o REReEFe=|Eaaar
[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)| | (nr_info.rach.numofpream > 0)| |(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v |+
No. Time Sourck Destination Protocol Length  Info
1349 59.410199 10.170.38.253 10.170.38.200 SJ_F1AP 76 RRCDeliveryReport
1350 59.410200 10.170.38.253 16.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
1355 59.638475 10.170.38.253 10.170.38.200 SJ_F1AP 9@ ULRRCMessageTransfer
1356 59.638476 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
T- 1358 59.643727 10.170.38.253 10.170.38.200 SJ_XnAP 568 HandoverRequest [
I 1360 59.749666 10.170.38.253 10.170.38.200 SJ_F1AP 86 ULRRCMessageTransfer
Cell: @

~ NG-RAN Xn Application Protocol (XnAP)
v XnAP-PDU: initiatingMessage (©)
v initiatingMessage
procedureCode: id-handoverPreparation (@)
criticality: reject (@)
v value
v HandoverRequest
v protocollEs: 7 items
v Item @: id-sourceNG-RANnodeUEXnAPID
~ ProtocolIE-Field
id: id-sourceNG-RANnodeUEXnAPID (73)
criticality: reject (o)
v value
NG-RANnodeUEXnAPID: 2@
~ Item 1: id-Cause
~ ProtocollE-Field
id: id-Cause (7)
criticality: reject (@)
v value
v Cause: radioNetwork ()
radioNetwork: handover-desirable-for-radio-reasons (1)
v Item 2: id-targetCellGloballID

16- Handover Request Acknowledgement (from Target):



M Successful_XN-Handover.pcapng
File  Edit View Go Capture Analyze  Statistics  Telephony — Wireless Tools  Help

AN 4@ Bl eas=F s ==aaqafF

[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)| | (nr_info.rach. numofpream > 0)| |(mac-nr.rar.rapid >0)) 8& ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

SI

No. Time SourcE Destination Protocol Length  Info

I 1370 60.007342 10.170.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse

| 1371 60.015239 10.170.38..252 10.170.38.200 SJ_XnAP 511 HandoverRequestAcknowledge
I 1372 60.015784 10.170.38.253 10.170.38.200 SJ_XnAP 511 HandoverRequestAcknowledge
I

i

1373 60.018393 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 448 RRC Reconfiguration

v dataForwardingInfoFromTarget
v gosFlowsAcceptedForDataForwarding-List: 1 item
v Item @
v QoSFLowsAcceptedToBeForwarded-Item
qosFlowIdentifier: 1
v dataForwardingResponseDRBItemList: 1 item

v Item @
v DataForwardingResponseDRBItem
drb-ID: 1

v dlForwardingUPTNL: gtpTunnel (@)
v gtpTunnel
~ tnl-address: @aaa26fc [bit length 32, €eee 1010 1010 1010 0010 0110 1111 1160 decimal value 178923260]
TransportLayerAddress (IPv4): 10.170.38.252
gtp-teid: ©080002f
v ulForwardingUPTNL: gtpTunnel ()
v gtpTunnel
~ tnl-address: @aaa26fc [bit length 32, eeee 1010 1010 1010 0010 0110 1111 1100 decimal value 178923260]
TransportLayerAddress (IPv4): 10.170.38.252
gtp-teid: 00000030
v TItem 3: id-Target2SourceNG-RANnodeTranspContainer
v ProtocolIE-Field
id: id-Target2SourceNG-RANnodeTranspContainer (77)
criticality: ignore (1)
v value

17- Path Switch Request:

M Successful XN-Handover.pcapng

o X
File Edit  View Go  Capture  Analyze  Statistics  Telephony = Wireless  Tools  Help
T ) RE Qes=E=F S @ aafE
[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)| | (r_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v+ s

No. Time Source Destination Protocol Length Info
[ 1382 60.101090 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 75 RRC Reconfiguration
I 1383 60.103674 10.170.38.252 10.170.38.200 SJ_F1AP 116 DLRRCMessageTransfer
I 1384 60.103674 10.176.38.252 10.170.38.200 SJ_NrRrcD1Dcch 60 UE Capability Enquiry
I 1385 60.104977 10.176.38.252 10.170.38.200 SJ_F1AP 97 DLRRCMessageTransfer
1386 60.104977 10.176.38.252 10.170.38.200 SJ_NGAP 114 PathSwitchRequest
1388 60.107688 10.176.38.252 10.170.38.200 SJ_NGAP 141 PathSwitchRequestAcknowledge

12Ra AQ 10005A 16 174 28 982 10 174 28 ‘00 <1 Ynap i

IIECAn+av+Ralasca

0., .... .... .... = 128-EIA2: Not supported
..0. .... .... .... = 128-EIA3: Not supported
...0 0000 0000 0000 = Reserved: @x0000
v Item 4: id-PDUSessionResourceToBeSwitchedDLList
v ProtocolIE-Field
id: id-PDUSessionResourceToBeSwitchedDLList (76)
criticality: reject (@)
v value
v PDUSessionResourceToBeSwitchedDLList: 1 item
v Item @
v PDUSessionResourceToBeSwitchedDLItem
pDUSessionID: 1
v pathSwitchRequestTransfer: @01f@aaa26fc0000002d0002
v PathSwitchRequestTransfer
v dL-NGU-UP-TNLInformation: gTPTunnel (@)
v gTPTunnel
v transportlLayerAddress: @aaa26fc [bit length 32, 0000 101e 1010 10l 0010 €116 1111 1100 decimal value 178923260]
TransportlLayerAddress (IPv4): 10.170.38.252
gTP-TEID: @eeeee2d
v qosFlowAcceptedlList: 1 item
v Item @
v QosFlowAcceptedItem
qosFlowIdentifier: 1

18- Path Switch Request Acknowledge:



M Successful XN-Handover.pcapng = (=] X
File  Edit View Go  Capture Analyze  Statistics  Telephony  Wireless Tools  Help

P ® B QewETE=|=aaafF
[ | ((udp.dstport>50000 && udp.dstport<51300 && ficmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) 1X] v] + s
No. Time SourcE Destination Protocol Length  Info
1384 60.103674 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 6@ UE Capability Enquiry
1385 60.104977 10.170.38.252 10.170.38.200 SJ_F1AP 97 DLRRCMessageTransfer
1386 60.104977 10.170.38.252 10.170.38.200 114 PathSwitchRequest
1388 60.107688 10.170.38.252 10.170.38.200 141 PathSwitchRequestAcknowledge
1389 60.109056 10.170.38.252 10.170.38.200 SJ_XnAP 61 UEContextRelease
1390 60.110377 10.170.38.253 10.170.38.200 SI_XnAP 61 UEContextRelease I
1202 &a 119021 10 170 28 282 10 170 28 200 <1 E1aP A7 IIECAntav+Ralascarammand

v PDUSessionResourceSwitchedItem
pDUSessionID: 1
v pathSwitchRequestAcknowledgeTransfer: 601f8aaa8289010000d00900
v PathSwitchRequestAcknowledgeTransfer
v uL-NGU-UP-TNLInformation: gTPTunnel (©)
v gTPTunnel
v transportLayerAddress: ©aaa8289 [bit length 32, ©000 1010 1010 1010 1000 0010 1000 1001 decimal value 178946697]
TransportLayerAddress (IPv4): 10.170.130.137
gTP-TEID: @leeeede
v securityIndication
integrityProtectionIndication: not-needed (2)
confidentialityProtectionIndication: not-needed (2)
v Item 5: id-AllowedNSSAI
v ProtocolIE-Field
id: id-AllowedNSSAI (@)
criticality: reject (8)
v value
v AllowedNSSAI: 1 item
v Item @
v AllowedNSSAI-Item
v s-NSSAI
sST: el
sD: 000001

Xn Handover (Inra-Frequency):

1- Most important message in an Intra-Frequency Xn Handover is the “Path Switch” request
message, that refers to the communication between the 2 GNodeBs directly during the
Handover!

2- Xn Handover from PCl 71 (10.170.38.253) to PCI 31 (10.170.38.252):

3- Connect the laptop to the main Network using the Router and switch in order to monitor traffic

& signaling for both of the GNB above using Wireshark

Verify the IP Address of laptop (connected to CPE) by using ipconfig below:

Command Prompt X oF

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS

Link-local IPv6 Address fe80::2d90:4b52:6801:2172%6
IPv4 Address. . . . . 10.170.38.200

Subnet Mask . . . . . 255.255.255.0

Default Gateway . . . 10.170.38.1



Mode stays on (needed for HO):

Command Prompt

C:\Users\Nayyer>ping 1.1.1.1 -t

Pinging 1.1.1.1 w1th 32 bytes of data:

Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from

e I = T S S gy Sy Wy By
|—i|—t|—i|—i|—i;—i|—i|—'-|—i|—t
N
|—i|—t|—i|—i|—i;—i|—i|—'-|—i|—t

&< O A Notsecure | 10.170.38.253

Search Home C General Parameters Debug

: bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

time=Tms
time=Tms
time=8ms
time=8ms
time=Tms
time=8ms
time=7ms
time=8ms
time=8ms
time=Tms

6- Verify the Local IP Address is properly configured in the Xn Parameters:

5- Start a continuous ping from the laptop connected to the CPE, to make sure the connected

TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56
TTL=56

A K m

hid
&
3

A I

& Qe

» Config / Neigh Station / Xn Parameters / List Xn(LST Xn)
A Home
MOD MaxTxPowel exid_ Config=1MaxTxPower=30;
+++ BBU 2024-02-16 12:07:51
* General Parameters 0&M  #17
%%MOD MaxTxPov ndexid_CellConfig=1,MaxTxPower=30;%%
D Device RETCODE =0 The command was executed successfully.
- END
‘ Alarm LST Xn
++ BBU 2024-02-16 12:11:03
O Performance 0&M #18
%6%LST Xn:;%%
£ Config RETCODE=0 The command was executed successfully.
List Xn
= Neigh Staton )
d NumXnMsgRetries = 3
= Xn Parameters LocalServerlp = 172.88.120.2
Modity Xn LocalPort = 38422
istXn (Number of results = 1)
+ Neigh Station Management
- END
+ Neigh Cell
+ Mobility [LSTX
n;
& Senvcy >_Execute | @Help | |#1Copy Message| [# Cear Output|

|[Send] [# Clear|

+ RRU



Configure the Xn Parameters listed under the Neighbor Station tab (while making sure the
Admin State is ON):

G A Notsecure | 10.17038.253 aQa A « M = B
BTI Nayyer
WIRELESS
Search D 4 Home Alarm General Parameters Debug

» =

A § » Config / Neigh Station / Neigh Station Management / List Neigh Station(LST NbrGnb)
ome

+++ BBU 2024-02-13 10:51:22

W General Parameters O&M  #46
96%LST NbrGnb::%%

RETCODE=0 The command was executed successfully.
[ pevice List Neigh Station
‘ Alarm Nodeld = 10

RemoteAddress = 10.170.38.252
RemotePort = 38422

@ Performance AdminState = on

State = off
£ config SCTPInstld = 1
LocGnbldLength = 22
— Neigh Station LocGnbld = NULL
SubnetMask = NULL
+ Xn Parameters LocalAddress = NULL

GNBIdLength = 22
= Neigh Station Management

/Add Neigh Station (Number of results = 1)
Modify Neigh Station

Delete Neigh Station

[}

List Neigh Station TAC [LST NbrGnb:;

|[«asend] [# Clear |
List Neigh Station PLMN & Select All >_Execute Steb | [@1Copy Message | [# Ciear Output




8- While making sure the Frequency (same) for Target Cell is updated with the correct ARFCN,
Absolute SSB, and NR Band, Build the NR Cell Relation, from Source to Target.

9- Successful Intra-Frequency Xn Handover:

ﬂ Capturing from Ethernet 2 —
File  Edit View Go  Capture Analyze  Statistics  Telephony — Wireless  Tools — Help

4 e RE Qe EF S Qe afF

[ ] | ((udp.dstport>50000 && udp.dstport<51300 && licmp)| | (r_info.rach.numofpream > 0)|(mac-nr.rar.rapid >0)) 8& ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

No. Time SourcE Destination Protocol Length  Info
533 70.289123 10.176.38.252 10.170.38.200 SJ_XnAP 555 HandoverRequest
536 70.298552 10.170.38.252 10.170.38.200 SJ_F1AP 485 UEContextSetupRequest, RRC Reconfiguration
537 70.306168 10.176.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse
538 70.313930 10.170.38.252 10.170.38.200 SJ_XnAP 505 HandoverRequestAcknowledge
539 70.315201 10.170.38.253 10.170.38.200 SJ_XnAP 505 HandoverRequestAcknowledge
540 70.316174 10.170.38.253 10.176.38.200 SJ_NrRrcDlDcch 441 RRC Reconfiguration
541 70.318152 10.176.38.253 10.176.38.200 SJ_F1AP 485 UEContextModificationRequest
542 70.318780 10.170.38.253 10.1760.38.200 SJ_F1AP 62 UEContextModificationResponse
543 70.318781 10.176.38.253 10.170.38.200 SJ_XnAP 76 SNStatusTransfer
544 70.320436 10.176.38.252 16.176.38.200 SJ_XnAP 76 SNStatusTransfer
547 70.428021 10.170.38.252 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
548 70.429268 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
549 70.430536 10.176.38.252 10.170.38.200 SJ_NrRrcDlDcch 97 RRC Reconfiguration
550 70.431897 10.176.38.252 10.176.38.200 SJ_F1AP 138 DLRRCMessageTransfer
551 70.434409 10.176.38.252 10.176.38.200 SJ_NGAP 114 PathSwitchRequest
!— 552 70.435711 10.170.38.252 10.176.38.200 SJ_F1AP 97 DLRRCMessageTransfer
I 553 70.435712 10.176.38.252 10.170.38.200 SJ_NrRreD1Dcch 60 UE Capability Enquiry
| 554 70.438420 10.170.38.252 10.170.38.200 SJ_NGAP 141 PathSwitchRequestAcknowledge
I 555 70.439727 10.170.38.252 10.170.38.200 SJ_XnAP 61 UEContextRelease
! 556 70.440326 10.170.38.253 10.1760.38.200 SJ XnAP 61 UEContextRelease

v PDUSessionResourceToBeSwitchedDLItem
pDUSessionID: 1
v pathSwitchRequestTransfer: 001f@aaa26fc000000170002
v PathSwitchRequestTransfer
v dL-NGU-UP-TNLInformation: gTPTunnel (@)
v gTPTunnel
v transportlLayerAddress: @aaa26fc [bit length 32, 0000 1010 1010 1010 0010 €116 1111 1100 decimal value 178923260]
TransportLayerAddress (IPv4): 10.170.38.252
gTP-TEID: 00000017
v qosFlowAcceptedlist: 1 item

10- Measurement Report:

M Successful_Intra-Freq Xn.pcapng —

Adm 2@ RE Q&=

9
[. | ((udp.dstport>50000 && udp.dstport<51300 && licmp)|| (nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))
No. Time SourcE Destination Protocol Length  Info
I 247 23.962750 10.170.38.253 10.170.38.200 SJ_F1AP 62 UEContextModificationResponse
l 248 23.965264 10.170.38.253 10.170.38.200 SJ_NGAP 84 PDUSessionResourceSetupResponse
I 249 24.309493 16.170.38.253 10.170.38.200 SJ_F1AP 86 ULRRCMessageTransfer
| 250 24.310644 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 6@ Measurement Report
I 253 24.509599 10.170.38.253 10.170.38.200 SJ_F1AP 86 ULRRCMessageTransfer
| 254 24.510779 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 6@ Measurement Report
1 519 69.049286 10.170.38.253 10.170.38.200 SJ_F1AP 9@ ULRRCMessageTransfer

v CpCellApp
Cell: @
v NR Radio Resource Control (RRC) protocol
v UL-DCCH-Message
v message: ¢l (0)
v cl: measurementReport (@)
v measurementReport
v criticalExtensions: measurementReport ()
v measurementReport
v measResults
measId: 1
v measResultServingMOList: 1 item

v Item @

v MeasResultServMO

servCellld: @

v measResultServingCell
physCellld: 71
v measResult
v cellResults
v resultssSB-Cell
rsrp: -81dBm <= SS-RSRP < -8@dBm (76)
rsrq: -11.0dB <= SS-RSRQ < -10.5dB (65)




11- Measure Object ID with ssbFrequency 637344 (for Intra-Freq):

M successful_Intra-Freq_Xn.pcapng — a
File  Edit View Go  Capture Analyze  Statistics Telephony  Wireless Tools — Help
AmZ® BBl R esEgs=|=aaamn
[_i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)|| (mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] +
No. Time SourcE Destination Protocol Length  Info
! 240 23.932238 10.170.38.253 16.170.38.200 SJ_F1AP 375 UEContextSetupResponse
| 241 23.937286 10.170.38.253 10.170.38.200 SJ_NrRrcDlDcch 504 RRC Reconfiguration, DL NAS transport, PDU session establishment accept -
I 242 23.938573 10.170.38.253 10.170.38.200 SJ_F1AP 548 DLRRCMessageTransfer
I 243 23.960101 10.170.38.253 10.170.38.200 SJ_F1AP 8@ ULRRCMessageTransfer
I 244 23.960101 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 6@ RRC Reconfiguration Complete
I 245 23.961410 10.170.38.253 10.170.38.200 SJ_F1AP 72 UEContextModificationRequest
I 246 23.962740 10.170.38.253 10.170.38.200 SJ_F1AP 76 RRCDeliveryReport
I 247 23.962750 10.170.38.253 10.170.38.200 SJ_F1AP 62 UEContextModificationResponse
I 248 23.965264 10.170.38.253 10.170.38.200 S5J_NGAP 84 PDUSessionResourceSetupResponse
i
t-Reordering: ms12@ (15)
cipheringDisabled: true (@)
v measConfig
v measObjectToAddModList: 1 item
v Item @
v MeasObjectToAddMod
measObjectId: 1
v measObject: measObjectNR (@)
v measObjectNR
ssbFrequency: 637344
ssbSubcarrierSpacing: kHz3@ (1)
v smtel
v periodicityAndOffset: sf2e (2)
sf2e: @
duration: sfl (@)
v smtc2
v peci-list: 1 item
v Item @
PhysCellld: 31
12- Event Al triggered Message:
M successful_Intra-Freq_Xn.pcapng — o X
File Edit  View Go Capture  Analyze Statistics Telephony ~ Wireless Tools Help
A m g e RE Res=xEF & = & Qaif
[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + s

No. Time SourcE Destination Protocol Length

I 240 23.932238 10.170.38.253 10.170.38.200 SI_F1AP 375
| 241 23.937286 10.170.38.253 10.170.38.200 SJ_NrRrcDlDcch 504
i 242 23.938573 10.170.38.253 10.170.38.200 SI_F1AP 548
I 243 23.960101 10.170.38.253 10.170.38.200 SJ_F1AP 80
I 244 23.960101 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60
! 23> 16.170.38.253 10.170.38.200 72

SI_F1AP

Info

UEContextSetupResponse

RRC Reconfiguration, DL NAS transport, PDU session establishment accept
DLRRCMessageTransfer

ULRRCMessageTransfer

RRC Reconfiguration Complete

UEContextModificationRequest

v reportConfigToAddModList: 3 items
v Item @
v ReportConfigToAddMod
reportConfigld: 1
v reportConfig: reportConfighR (@)
v reportConfighR
v reportType: eventTriggered (1)
v eventTriggered
v eventld: eventAl (8)
v eventAl
v al-Threshold: rsrp (@)
rsrp: -97dBm <= SS-RSRP < -96dBm (60)
.@. .... reportOnLeave: False
: 8dB (16)
timeToTrigger: ms512 (1)
rsType: ssb (@)
reportInterval: ms240 (1)
reportAmount: ri ()
v reportQuantityCell
¢ 1:u. psep: True

hysteresis

13- Event A2 triggered Message:



M Successful_Intra-Freq_Xn.pcapng - o X
File Edit View Go Capture Analyze Statisics Telephony  Wireless Tools  Help
Am7® RBEResEFgsS= aaasn
[' | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)| | (nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) ~|+ s
No. Time SourcE Destination Protocol Length Info
1 240 23.932238 10.170.38.253 10.170.38.200 SJ_F1AP 375 UEContextSetupResponse [
| 241 23.937286 10.170.38.253 10.170.38.200 SJ_NrRrcD1Dcch 504 RRC Reconfiguration, DL NAS transport, PDU session establishment accept
i 242 23.938573 10.170.38.253 10.176.38.200 SJ_F1AP 548 DLRRCMessageTransfer
I 243 23.960101 10.170.38.253 10.170.38.200 SJ_F1AP 80 ULRRCMessageTransfer
I 244 23.960101 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
! 245 23.961410 10.170.38.253 10.170.38.200 SJ_F1AP 72 UEContextModificationRequest
reportConfigld: 2
v reportConfig: reportConfigNR (@)
v reportConfigNR
v reportType: eventTriggered (1)
v eventTriggered
v eventId: eventA2 (1)
v eventA2
v a2-Threshold: rsrp (@)
rsrp: -67dBm <= S5-RSRP < -66dBm (90)
.... .0.. reportOnLeave: False
hysteresis: 1dB (2)
timeToTrigger: ms320 (8)
rsType: ssb (@)
reportInterval: ms24@ (1)
reportAmount: ril (@)
v reportQuantityCell
...1 rsrp: True
14- Event A3 triggered Message:
M successful_Intra-Freq_Xn.pcapng — (=) X

File
A W &

Edit

View

®

Go

Capture

Analyze  Statistics

k2

Telephony

Wireless

a Qe

Tools

Help

[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

+ su

No.

240
241
242
243
244
245

Time

.932238
.937286
.938573
.960101
.960101

SourcE

1e.
1e.
1e.
1e.
1e.
1e.

17e.
17e.
17e.

38.253
38.253
38.253
170.38.253
170.38.253
170.38.253

Destination

l1e.17e.
1e.170.
10.170.
1e.170.
1e.17e.
1e.170.

38.200
38.200
38.200
38.200
38.200
38.200

Protocol

SJ_F1AP
SJ_NrRrcD1Dcch
SI_F1AP
SI_F1AP
SJ_NrRrcUlDcch
SJ_F1AP

Length
37
504
54

o

)

80
60
7.

N

Info

UEContextSetupResponse

RRC Reconfiguration, DL NAS transport, PDU session establishment accept
DLRRCMessageTransfer

ULRRCMessageTransfer

RRC Reconfiguration Complete

UEContextModificationRequest

~ ReportConfigToAddMod

reportConfi,

gld: 3

v reportConfig: reportConfighR (@)
v reportConfighR
v reportType: eventTriggered (1)

v eventTriggered

v eventId: eventA3 (2)

15- Handover Request:

v eventA3
v a3-Offset: rsrp (0)
rsrp: 2dBm

.... ...0 reportOnLeave: False
hysteresis: 1dB (2)
timeToTrigger: ms320 (8)

-
rsType: ssb (@)
reportInterval:

ms240 (1)

. useWhiteCelllist: False

reportAmount: ri ()

v reportQuantityCell

.. rsrp: True



M Successful_Intra-Freq_Xn.pcapng — o
Fle Edit View Go Capture Analyze Statisics Telephony  Wireless Tools  Help

AW 42 © REQResEF I e Qe fF
[i | ((udp.dstport>50000 && udp.dstport<51300 && licmp)|| (nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253))

No. Time SourcE Destination Protocol Length  Info
254 24.510779 10.170.38.253 10.176.38.200 SJ_NrRrcUlDcch 6@ Measurement Report
519 69.049286 10.170.38.253 10.170.38.200 SJ_F1AP 98 ULRRCMessageTransfer F—
520 69.050118 10.170.38.253 10.170.38.200 SJ_NrRrcUlDcch 60 Measurement Report
T— 522 69.054337 10.176.38.253 10.170.38.200 SJ_XnAP 555 HandoverRequest
I 533 70.289123 10.170.38.252 10.176.38.200 SJ_XnAP 555 HandoverRequest
I 536 70.298552 10.170.38.252 10.170.38.200 SJ_F1AP 485 UEContextSetupRequest, RRC Reconfiguration
I 537 70.306168 10.170.38.252 10.176.38.200 SJ_F1AP 471 UEContextSetupResponse
I 538 70.313930 10.170.38.252 10.176.38.200 SJ_XnAP 5085 HandoverRequestAcknowledge
v value

v HandoverRequest
v protocolIEs: 7 items
v Item @: id-sourceNG-RANnodeUEXnAPID
v ProtocollE-Field
id: id-sourceNG-RANnodeUEXnAPID (73)
criticality: reject (@)
v value
NG-RANnodeUEXnAPID: 15
v Item 1: id-Cause
v~ ProtocolIE-Field
id: id-Cause (7)
criticality: reject (@)
v value
v Cause: radioNetwork (8)
radioNetwork: handover-desirable-for-radio-reasons (1)
v TItem 2: id-targetCellGloballD
v ProtocollE-Field
id: id-targetCellGlobalID (78)
criticality: reject (@)

16- Handover Request Acknowledgement (from Target):

M successful_Intra-Freq_Xn.pcapng o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am:® R B <] T aaar
[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)| | (nr_info.rach.numofpream > 0)][(mac-nr.rar.rapid >0)) & ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) v] + sic
No. Time SourcE Destination Protocol Length  Info
522 69.054337 10.170.38.253 10.170.38.200 SJ_XnAP 555 HandoverRequest
|_ 533 7@.289123 10.170.38.252 10.170.38.200 SJ_XnAP 555 HandoverRequest —
i 536 70.298552 10.170.38.252 10.170.38.200 SJ_F1AP 485 UEContextSetupRequest, RRC Reconfiguration
I 537 70.306168 10.170.38.252 10.170.38.200 SJ_F1AP 471 UEContextSetupResponse
538 70.313930 10.170.38.252 10.170.38.200 SJ_XnAP 505 :HandoverRequestAcknowledge
i 539 70.315201 10.170.38.253 10.170.38.200 SJ_XnAP 505 HandoverRequestAcknowledge
I 540 70.316174 10.170.38.253 10.170.38.200 $J_NrRrcD1Dcch 441 RRC Reconfiguration
I 541 70.318152 10.170.38.253 10.170.38.200 SJ_F1AP 485 UEContextModificationRequest
Cell: @

v NG-RAN Xn Application Protocol (XnAP)
v XnAP-PDU: successfulOutcome (1)
v successfulOutcome
procedureCode: id-handoverPreparation (@)
criticality: reject (@)
v value
v HandoverRequestAcknowledge
v protocollEs: 4 items
v Item @: id-sourceNG-RANnodeUEXnAPID
v ProtocolIE-Field
id: id-sourceNG-RANnodeUEXnAPID (73)
criticality: ignore (1)
v value
NG-RANnodeUEXnAPID: 15
v Item 1: id-targetNG-RANnodeUEXnAPID
v ProtocolIE-Field
id: id-targetNG-RANnodeUEXnAPID (79)
criticality: ignore (1)
v value
NG-RANnodeUEXnAPID: 9

17- Path Switch Request:



M Successful_Intra-Freq Xn.pcapng — o X
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
AW 46 BRI Qe EFI aqef
[i | ((udp.dstport>50000 && udp.dstport<51300 && ticmp)||(nr_info.rach.numofpream > 0)||(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) sl
No. Time SourcE Destination Protocol Length  Info
548 70.429268 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 6@ RRC Reconfiguration Complete
549 70.430536 10.170.38.252 10.170.38.200 SJ_NrRrcD1Dcch 97 RRC Reconfiguration —
550 70.431897 10.170.38.252 10.170.38.200 SJ_F1AP 138 DLRRCMessageTransfer
551 70.434409 10.170.38.252 10.170.38.200 SJ_NGAP 114 PathSwitchRequest
!— 552 70.435711 10.170.38.252 10.170.38.200 SJ_F1AP 97 DLRRCMessageTransfer
I 553 70.435712 10.176.38.252 10.176.38.200 SJ_NrRrcD1Dcch 60 UE Capability Enquiry
| 554 70.438420 10.170.38.252 10.170.38.200 SJ_NGAP 141 PathSwitchRequestAcknowledge
i 555 70.439727 10.170.38.252 10.170.38.200 SJ_XnAP 61 UEContextRelease
...0 0000 0000 0000 = Reserved: ©x0000
v Item 4: id-PDUSessionResourceToBeSwitchedDLList
v ProtocolIE-Field
id: id-PDUSessionResourceToBeSwitchedDLList (76)
criticality: reject ()
v value
v PDUSessionResourceToBeSwitchedDLList: 1 item
v Item @
v PDUSessionResourceToBeSwitchedDLItem
pbDUSessionID: 1
v pathSwitchRequestTransfer: 801f0aaa26fc000000170002
~ PathSwitchRequestTransfer
~ dL-NGU-UP-TNLInformation: gTPTunnel (@)
v gTPTunnel
v transportLayerAddress: @aaa26fc [bit length 32, 0000 1010 1010 1010 0010 0110 1111 1180 decimal value 178923260]
TransportLayerAddress (IPv4): 16.176.38.252
gTP-TEID: ©00eeel7
v~ gosFlowAcceptedList: 1 item
v Item @
v QosFlowAcceptedItem
qosFlowIdentifier: 1
18- Path Switch Request Acknowledge:
M Successful_Intra-Freq_Xn.pcapng - (=] X
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[i | ((udp.dstport>50000 &8& udp.dstport<51300 && licmp)| |(nr_info.rach.numofpream > 0)| |(mac-nr.rar.rapid >0)) && ((ip.addr == 10.170.38.252) || (ip.addr == 10.170.38.253)) st
No. Time SourcE Destination Protocol Length  Info
548 70.429268 10.170.38.252 10.170.38.200 SJ_NrRrcUlDcch 60 RRC Reconfiguration Complete
549 70.430536 10.176.38.252 10.170.38.200 SJ_NrRrcDlDcch 97 RRC Reconfiguration L
550 70.431897 16.176.38.252 10.170.38.200 SJ_F1AP 138 DLRRCMessageTransfer
551 70.434409 10.170.38.252 10.170.38.200 SJ_NGAP 114 PathSwitchRequest
!— 552 70.435711 10.170.38.252 10.170.38.200 SJ_F1AP 97 DLRRCMessageTransfer
I 553 70.435712 10.176.38.252 10.170.38.200 SJ_NrRrcDlDcch 6@ UE Capability Enquiry
554 70.438420 10.170.38.252 10.176.38.200 SJ_NGAP 141 PathSwitchRequestAcknowledge
i 555 70.439727 10.176.38.252 10.170.38.200 SJ_XnAP 61 UEContextRelease
v TItem 4: id-PDUSessionResourceSwitchedlList
v ProtocolIE-Field
id: id-PDUSessionResourceSwitchedList (77)
criticality: ignore (1)
v value
~ PDUSessionResourceSwitchedlList: 1 item
v Item @
v PDUSessionResourceSwitchedItem
pDUSessionID: 1
v pathSwitchRequestAcknowledgeTransfer: 601f0aaa8289010000d80900
v PathSwitchRequestAcknowledgeTransfer
v uL-NGU-UP-TNLInformation: gTPTunnel (@)
v gTPTunnel
v transportlLayerAddress: ©aaa8289 [bit length 32, 0000 1010 1010 1010 1000 0010 1000 1001 decimal value 178946697]
TransportLayerAddress (IPv4): 10.170.130.137
gTP-TEID: 010000d8
v securityIndication
integrityProtectionIndication: not-needed (2)
confidentialityProtectionIndication: not-needed (2)
v Item 5: id-AllowedNSSAI

v ProtocolIE-Field



