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How to configure Femto Ipsec-PSK method

1. Achieve Negotiation parameter with Security gateway server

AuthenticationMethod Localld and Remoteld EncryptionAlgorithms
PreSharedKey LocalTs and RemoteTs IntegrityAlgorithms
SecGWServerl EnableVips switch DiffieHellmanGroupTransforms

2. Ipsec parameter Configuration

ParameterName ParameterValue
AuthenticationMethod PSK
Status Enabled

PreSharedKey

Certs

SecGWServerl 88.217.136.2]

SecGWServer2

Localld

Remoteld

EncryptionAlgorithms 2e5256
Integrity Algorithms sha?56
DiffieHellmanGroupTransforms modp2048

EnableVips

Child SA:




BTI

ChildSA

ParameterName ParameterValue
Index 1
LocalTs
RemoteTs 192.168.1.0/24
EncryptionAlgorithms aes256 -
Integrity Algorithms sha256 -
DiffieHellmanGroupTransforms modp2048

WAN Config: (DHCP or Static)
If vip of ipsec is enabled and DHCP is selected, a virtual ip will be allocated auto.

IPv4Address

= e Sobne Ak

192.168.180.3

192.168.180.3

AMF LocalUpIPAdress should be configured same as VIP.

s
LI Home Home / Config / AMF

L) General Paramet .

£1] Information

AmfIP1 LocalUpIPAddress LocalUpIPVGAddress LocalPort AmfPort
=
% Device 102.168.1.60 192.168.180.14 60110 38412
Q Fault
g Performance VIP
% Connig -

3. IPsec Status check
Check in webgui:



ParameterName

Auther

cationMethod

ParameterValue

PSK

Enabled

Check by commands:
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Check by commands:
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ipsec status

ipsec statusall
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