Q1: How To Query Encryption and Integrity Switch ?

A: Query by Signal Messages

UL Information Transfer, Registration complete
UL Information Transfer, Registration complete

UplinkNaSTransport, Registration complete

MAC=8xf28fdbs4

UL Information Transfer, UL NAS transport, PDU session establishment request
UL Information Transfer, UL NAS transport, PDU session establishment request
UplinkNASTransport, UL NAS transport, PDU session establishment request

UEContextSetupRequest
UEContextSetupResponse
9 RRC Reconfiguration, DL NAS transport, PDU session establishment accept
RRC Resume[UNKNOWN PER: too long integer(per_normally_small_nonnegative_whole_number)][
Measurement Report[Malformed Packet]
RRCDeliveryReport
RRC Reconfiguration Complete
HECAantavtMadi £irat innRannact

, DL NAS transport, PDU session establishment accept

-\_ﬁ__‘
confidentialityProtectionIndication: required (e),—/

maximumIntegrityProtectedDataRate-UL: bitrate6akbs (@)

Redundancy Version for

181

Source Dost Lt Lua Protucol s for 11 601 Tufo
22184 192.168.5.104 192.168.5.27 SI_NrRrcUlDcch
22184  192.168.5.184 192.168.5.27 S3_NrRrcUlDcch
22339 192.168.5.184 192.168.5.27 SI_NGAP
14524  192.168.5.184 192.168.5.27 F1AP/S]_F1AP
14656  192.168.5.104 192.168.5.27 SJ_NrRrculbcch
14656 192,168.5.104 192,168.5.27 SJ_NrRrculDcch
15859 192,168.5.184 192.168.5.27 SJ_NGAP
27938  192.168.5.164 192.168.5.27 SJ_NGAP 9 PDUSe:
29956 192.168.5.104 192,168.5.27 SJ_F1AP
35887 192.168.5.184 192.168.5.27 SI_F1AP
38975  192.168.5.104 192.168.5.27 S3_NrRrcD1Dcch
38975 192,168.5.184 192,168.5.27 F1AP/NR RRC
94646  192.168.5.184 192.168.5.27 F1AP/NR RRC
94646 192.168.5.194 192.168.5.27 S1_F1AP
94763  192.168.5.184 192.168.5.27 SJ_NrRrcUlDech
asAa? 197 1AR S 184 197 1AR 5 77 <1 F1ap
» Item 1: id-UL-NGU-UP-TNLInformation
» Item 2: id-PDUSessionType
~ Item 3: id-SecuritylIndication
~ ProtocollE-Field
id: id-securityIndication (138)
criticality: reject (@)
~ value
v SecurityIndication
integrityProtectionIndication: required (@)
> Item 4: id-OosFlowSetupReauestlist
Source Destinat fon Protocol 18 for T
4:28.522184  192.168.5.184 192.168.5.27 $3_NrRrcUlDcch
4:28.522184 192.168.5.184 192.168.5.27 S5J_NrRrcuUlbcch
4:28.522339 192.168.5.184 192.168.5.27 S5J_NGAP
4:31.514524 192.168.5.184 192.168.5.27 F1AP/S]_F1AP
4:31.514656 192.168.5.184 192.168.5.27 SJ_NrRrculDcch
4:31.514656 192.168.5.184 192.168.5.27 SJ_NrRrcUlDcch
4:31.515@59 192.168.5.184 192.168.5.27 SJ_NGAP
4:31.527938 192.168.5.184 192.168.5.27 S1_NGAP
4:31.529956 192.168.5.184 192.168.5.27 S1_F1aP
4:31,535887 192.168.5.184  192.168.5.27 S1_F1ap
4:31.538975 192.168.5.184 192.168.5.27 S3_NrRrcD1Dcch
4:31,538975 192.168.5.184 192,168.5.27 F1AP/NR RRC
4:31.594646 192.168.5.184 192.168.5.27 F1AP/NR RRC
$:31.594646 192.168.5.184 192.168.5.27 51_F1AP
4:31.594763 192.168.5.184 192.168.5.27 53_NrRrcUlDcch
431 598AA7 197 1AR 5 1A4 197 1RR & 77 <1 F1a0

D

phyzCellld

[ SGC: Integrity-ON,Encryption: ON ]

Info

UL Information Transfer, Registration complete
UL Information Transfer, Registration complete
UplinkNASTransport, Registration complete
MAC=@xf2efdbsa

uL Information Transfer, UL NAS transport, PDU
UL Information Transfer, UL MAS transport, PDU
UplinkNASTransport, UL NAS transport, PDU sess

9 PDUSessionResourceSetupRequest, DL NAS transpo

UEContextSetupRequest
UEContextSetupResponse
r

1 P 0 DU
RRC Resume[UNKNOWN PER: too long integer(per_n
Measurement Report[Malformed Packet]
RRCDeliveryReport

RRC Reconfiguration Complete
HEFAntavtMad i £1cat fanReniect

~ pdcp-Config
~ drb
discardTimer: ms1500 (14)
pdcp-SN-SizeUL: lenl8bits (1)
pdcp-SN-5izeDL: lenlBbits (1)
~ headerCompression: notUsed (@)
notused: NULL
statusReportRequired: true (@)
t-Reordering: ms120 (15)
cipheringDisabled: true (8)
v measConfig
~ measObjectToAddModList: 1 item
v Item @

Protocol T8S for T8I

184 192.168.5.27 S$1_NrRrcUlDcch
184 192.168.5.27 S1_NGAP

104 192.168.5.27 S5I_NGAP

184  192.168.5.27 S1_F1AP

184 192.168.5.27 S51_F1AP

184 192.168.5.27 S1_NrRrcD1Dcch
104 192.168,5.27 F1AP/S]_F1AP
184 192.168.5.27 F1AP/S]_F1AP
184 192.168.5.27 S3_F1Ap

184 192.168.5.27 SJ_NrRrcUlDcch
184 192.168.5.27 SI_F1AP

104 192.168.5.27 SI_F1AP

184 192.168.5.27 51 NGAP

Version for

gNB: Integrity-Off, Encryption-Off

151

phyaCellld 01

Info

UL Information Transfer, UL NAS transport, PDU session establishment

UplinkNASTransport, UL NAS transport, PDU session establishment reque

9 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establi

UEContextsetupRequest
UFContextSet:

I 9 RRC Reconfiguration, DL NAS transport, PDU session establishment acéi

MAC=@x1878a7e5

MaC=@xb7adb528
RRCDeliveryReport
RRC Reconfiguration Complete
UEContextModificationRequest
UEContextModificationResponse
PDUSessionResourcesetunRespnonse

~ mappedQoS-FlowsToAdd: 1 item

v Item @
QFI: 1
drb-Identity: 1

~ pdcp-Config
v drb
discardTimer: msi5ee (14)
pdcp-SN-SizeUL: leni8bits (1)
pdcp-SN-SizeDL: lenl8bits (1)
~ headercompression: notUsed (8)
notUsed: NULL

integrityProtection: enabled (@)

statusReportRequired: true (@)
t-Reordering: ms128 (15)
v measConfig

gNB: Integrity-ON, Encryption-ON




BTI

o Protocol BS for T8l Redundancy physCellld 01 Info
5I_NGAP

UL Information Transfer, Registration complete
UL Information Transfer, Registration complete
UplinkNASTransport, Registration complete
UL Information Transfer MRDC MAC=8x98ade8bd
UL Information Transfer, UL NAS transport, PDU session establishment request
UL Information Transfer, UL NAS transport, PDU session establishment request
UplinkNASTransport, UL NAS transport, PDU session establishment request
9 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment accept

9 RRC Reconfiguration, DL NAS transport, PDU session establishment accept

7
UL Dedicated MessageSegment MAC-0xB8ebd9126

1.5.27 InitialContextSetupResponse

1.5.27 SJ_NrRrcUlDcch

1.5.27 SJ_NrRrcUlDcch

1.5.27 SI_NGAP

1.5.27 F1AP/S]_F1AP

1.5.27 SJ_NrRrcUlDcch

1.5.27 SI_NrRrcUlDcch

1.5.27 SI_NGAP

1.5.27 SJ_NGAP

1.5.27 SI_F1AP UEContextSetupRequest

1.5.27 S1_F1AP R

.5.27 $J_NrRrcD1Dcch
5:27 F1AP/S]_F1AP

).5.27 F1AP/S]_F1AP

1.5.27 SI_F1AP RRCDeliveryReport
%27 <1 MeReANNACh

RRC Rarnnfiouratinn Fomnlata

drb-Identity: 1
v pdcp-Config
v drb
discardTimer: ms158@ (14)

pdcp-SN-SizeUL: leni8bits (1)
pdcp-SN-SizeDL: leni8bits (1)
~ headerCompression: notused (@)

notUsed: NULL

NB: Integrity-Off, Encryption-On

statusReportRequired: true (@)
t-Reordering: msiz2e (15)

Time Source Destination Protocol
2023-86-01 16:87:55.895715 192.168.5.115 192.168.5.27 SJ_F1ApP
| 2023-06-81 16:07:55.895715 192.168.5.115 192.168.5.27 SJ_NrRrculDcch
| 2023-96-81 16:07:55.095715 192.168.5.115 192.168.5.27 SJI_NrRrcUlDcch
| 2023-86-81 16:07:55.896124 192.168.5.115 192.168.5.27 SJ_NGAP
| 2023-06-01 16:07:55.103274 192.168.5.115 192.168.5.27 SJ_NGAP
I 2023-86-01 16:87:55.104738 192.168.5.115 192.168.5.27 S3_NrRrcD1Dcch
| 2023-06-01 16:87:55.164730 192.168.5.115 192.168.5.27 F1AP/S]_F1AP
| 2023-86-01 16:087:55.125379 192.168.5.115 192.168.5.27 F1AP/S]_F1AP
| 2023-06-01 16:07:55.125717 192.168.5.115 192.168.5.27 SI_F1AP
| 2023-06-81 16:87:55.125717 192.168.5.115 192.168.5.27 S3_NrRrcUlDcch
| 2023-86-01 16:07:55.126923 192.168.5.115 192.168.5.27 SJ_NrRrcD1Dcch

TBS for TBI .
RRCDeliveryReport

UL Information Transfer, Security mode complete, Rej
UL Information Transfer, Security mode complete, Re
UplinkNASTransport, Security mode complete, Registr.
iti Reguest, Registration accept

n
Security Mode Command

ecurity Mode command MAC=@xcd38cel5
Security Mode Complete MAC=8x15dd@bcl
RRCDeliveryReport

Security Mode Complete
UE Capability Enquiry

Frame 3329: 6@ bytes on wire (480 bits), 6@ bytes captured (486 bits) on interface \Device\NPF_{97D682D3-F@B3-4822-96FE-C9B34542C5DA}, id @

» Ethernet II, Src: AdlinkTe 6e:65:00 (8@:30:64:6e:65:80), Dst: 9B:8f:e@:66:b5:

> Internet Protocol Version 4, Src: 192.168.5.115, Dst: 192.168.5.27
» User Datagram Protocol, Src Port: 57583, Dst Port: 50154
> CpCellApp
~ NR Radio Resource Control (RRC) protocol
v DL-DCCH-Message
v message: cl (@)
~ ¢1: securityModeCommand (4)
~ securityModeCommand
rrc-TransactionIdentifier: @
~ criticalExtensions: securityModeCommand (8)
v securityModeCommand
v securityConfigSMC
~ securityAlgorithmConfig

le (98:8f:e@:66:b5:1e)

cipheringAlgorithm: nea@ (@)
integrityProtAlgorithm: nia2 (2)

Algorithm for Encryption and Integrity

Q2: How Turn off Encryption and Integrity Switch ?

A: Turn on and off by odi commands

(O odi -n cpcellapp0 fto-set-security-mod-enable 1703939 I

(@ odi -n cpcellapp0 fto-set-integrity-ue-enable 1703939 I

(® odi -n cpcellapp0 fto-set-cipher-ue-enable 1703939 I

Note: cpcellapp0 indicates Cell ID 1, 1703939 indicates NRCellID, 1 indicates switch turns on, 0

indicates switch turns off.

Commands Combination For Different Function:
(D1-2)0: Indicates Integrity off, encryption off.
(D1-@0-3)0: Indicates Integrity off, encryption off.
(D1-@1-3)0: Indicates Integrity on, encryption off.
(D1-@0-3)1: Indicates Integrity off, encryption on.
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